No part of this document may be used for any purpose other than for the purposes
specifically indicated herein nor may it be reproduced or transmitted in any form or
by any means, electronic or mechanical, including photocopying and/or recording,
for any purpose without written permission from Unitronics.

The information appearing in this document is for general purposes only. Unitronics
makes no warranty of any kind with regard to the information appearing in this
document, including, but not limited to, implied warranties of merchantability
and/or fitness for a particular use or purpose. Unitronics assumes no responsibility
for the results, direct and/or indirect, of any misuse of the information appearing in
this document nor for any use of the Unitronics products referred to herein in any
manner deviating from the recommendations made in this document. Unitronics
assumes no responsibility for the use of any parts, components, or other ancillary
appliances including circuitry other than as recommended hereunder or other than
that embodied in the Unitronics product.

Unitronics retains all rights to its proprietary assets including, but not limited to its
software products which are copyrighted and shall remain the property of
Unitronics. Copyright protection claimed includes all Forms and matters of
copyrightable materials and information legally allowed including but not limited to
material generated from the software programs which are displayed on the screen
of the Unitronics products such as styles, templates, icons, screen displays, looks,
etc. Duplication and/or any unauthorized use thereof are strictly prohibited without
prior written permission from Unitronics.

All brand or product names are used for identification purpose only and may be
trademarks or registered trademarks of their respective holders.

Unitronics reserves the right to revise this publication from time to time and to
amend its contents and related hardware and software at any time. Technical
updates (if any) may be included in subsequent editions (if any).
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UniOPC Server

UniOPC Server (Unitronics OPC Server) enables you to read and write data between
Unitronics PLCs and applications that support OPC, such as SCADA programs. UniOPC
Server is compliant with the OPC Foundation's Data Access Custom Interface Standards
through to Version 3.00.

UniOPC Server runs independently of other Unitronics software.

Registering UniOPC Server

In order for UniOPC Server to be registered in your PC's list of OPC servers, you must
register UniOPC Server the first time you run the program, either by clicking the Register
button or selecting Register from the Registration menu. Once it is registered, UniOPC will
appear in your OPC client software's server list. To remove UniOPC Server from the client's
list, select UnRegister from the Registration menu.
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Installation Prerequisites
Operating System

Although it is possible to run OPC using Windows 95, Windows 98, Windows NT, Windows
2000, this requires specific dlls. Therefore, we strongly recommend using Windows XP.

Privileges

In order to be able to set all the required DCOM properties, the user must log on with
administrator privileges.

UniOPCServer installation

Although OPC servers can be installed by any user having administrator privileges, we
recommend that installation be done under local administrator log-on. In compliance with the
OPC DA v2.x specifications, it is recommended to use the OPCEnum application, which enables OPC
clients to browse the available OPC servers. This application is installed together with
UniOPC Server.

User groups

If several users have access rights to a given OPC server, we recommend you create a
user group. This group should be duplicated on all the PCs where the OPC Server will be
installed.

PC Server Settings

Since OPC security is based on DCOM security, default security settings selected for the
OPC server and OPC client machines will affect all executables irrespective of their link to
OPC.

The settings recommended in this document allow broad access to the executables
installed on the PC, while restricting access to the critical OPC servers, meaning those that
allow access to actual devices.

Setting Default Permission

1. Open Start>Settings>Control Panel> Administrative Tools> Component
Services.
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2. Click on Component Services, and then right-click My Computer.

BEE

i+- Component Services
@ File  Action “iew Window  Help
= = | 3@ X '
I:I Zonsole Rook
_—'@ Caomponent Services

i M 3] Computers E

+'% Event Wiewer (Local)

- Services (Local)

My Corputer

Stop MSDTC

Refresh all components

View 4

s .
3. Click on Properties, and then select the Default properties Tab.
4. Select the settings shown below, and then click Apply.

My Computer Properties

Detfault Protocols MSDTC | COM Secuity
General Options | Drefault Propertie:

v Enabla Distnbuted COM on this compulters
™ Enable COM Intemet Services on this compuier
Default Distnbuted COM Communication Propesties
The Authenbcation Level speciies secunty at the packet level

Drefault Authentication Level
| Connect ﬂ

The mpeizonation level spectfies whether applcations can determine
wehio i calling them, and whether the applicabon can do operations
using the chent's idenity.

Defaud Irmpersonation Lewvet

|Identy Rl

Secumy for reference tracking can be provided f authenbication is used
and that the default mpersonation level is not anonymous.

I Provide additional security for reference tracking

ok Hcm][wﬁ

5. Select the COM Security tab.
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My Computer Properties

Generll | Oiptiores _Default Properties
Defadt Protocoks ] MSDTC COM Security
Bocess Peamessions

You may edit who iz sblowed default access bo appScations. You may
alio sed hmits on apphcations That determine their own pemessions.

Edit Limits. . [ Ecit Disfal.. |

LLaunch and Activation Permessions:
Yiow may et who it allowed by default bo lauch applications: of
aciivate objects. You may alzo st btz on applications that
determming theil own permissions.

Edtlimts. | Edk Defaut. |

[ ok || Concal |

9. Set the appropriate user access rights, and then click OK.

LLaunch Permission

Default Security I

GTI:ILIFI ar el names:

Adminiztrators [LUMITROMIC Adminiztratorz]
€7 INTERACTIVE
€5 SYSTEM
Add... ] Remove J
Permizziong for Adminiztrators Al Deny

Local Launch
FRemate Launch
Laocal Activation

K EEE
e M il

Femate Activation

| ]9 l Cancel ]

10.Click on Apply in the COM Security window.
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11.Click the Default Protocols tab. The default protocols should appear as shown
in the figure below; if they do not, update them.

12.Click OK.
OPCEnum Settings

Once the settings have been applied, configure the settings of the OPCEnum application.
OPCEnum is the application used by any OPC DA2.0 client to browse the available OPC
servers on the local machine. The required settings are the default ones. They are
accessible from the Component Services window:

1. Select Component Services>My Computer>DCOM Config.
2. Register OpcEnum: Start> Run>OPCENUM /regserver.
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3. Click on OpcEnum.

+ Component Services

=13

T

® B
2 3

@ Fle  Acion  View Window Help
- RHE X&F[H 8 D ‘5.-'::111 o
Console Root DCOM Config 140 nbnct{si
@ Component Services
=1 Emwtﬁs L o
-8 My Computer @ @
+ (5] COM+ tpplicatio
5 DCOM Confi Msohelp Mzobelp AW MsoHelp Key MSSHED
i j s i I Search Dialog Search Dislog
| +- ] Running Process
] Event Viewer (Local) @ ®
Services (Local) NetMesting MNetServerl..
QCRSYR 11.0 OFFPran OInfoPl1
< » Cbject

hhtwork

4. ]

4. Right-Click on OPCEnum and select Properties.
5. The default settings in the General tab are displayed in the next figure.

OpcEnum Properties

Genesal | Locaban | Secunty  Endpairis | Identity
Genstal properties of thes DCOM apphoation

Apphcation Mame:  OpcEnum

Apphcaton 1D 134560 44-4821-11D 2-A4494-3CE 206C1 0000
Applcation Type: Local Service

Authentication Level hd
Semice Mame: OpcEnum

[ ok || cancel |

6. In the Location tab, enter the choices displayed in the next figure.
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10.In the “Endpoints” window, keep the default settings.
UniOPC Server Settings
Next, you need to configure UniOPC Server’s settings

1. Right-click on UniOPC Server in the main dcomcnfg window, and then click on
Properties. A tabbed window opens, enabling you to edit UniOPC Server

settings.

'+ Component Services EWE”E

B Fie  Action  View Window Help =@ x|
& = [ X Y2 0| hhraEmES
(] Console Root DCOM Config 141 object(s)
= @ Eﬁnpmnl‘. SErvices Blame Application 1D A
z ‘f'i:imﬁ“és o & 90LdPb2.clsIPro...  {D4EB369A-BCAF-11D4-B280-0000ES7BACDS}
- :I conm - & uooLdst1.dsISys... {28986939-8142-11D4-52A3-0000EB7BACDE)
= 3 DCOM Conig SUNIOPC Server R e (10-4C 1 0-5F52-A057E41 447 4B}
+ ] Distributed Transaction C @mpmt.me B04-4aa7-AE91-117D6EGTEESE}
#1 (5 Running Processes & uerpiontainer T Dd-11d4-bF42-00b0d01 16056}
% [§l] Event Viewsr (Local) & upriphost | EAISIETEEE AS-4b89-BAIC-IBIGASEEESTA}
5 g Services (Local) & volurre Shadow C... {S6BE7168-2F76-4dFa-8702-67AE10044F0B}
& vssEvent {FAF53CC4-BD73-4E36-83F 1 -2B23F46E51 3E}
@b watson subscribe,.. {SBFCIIEB-9DBD-4EAT-B7B4-9404CCEACFAB} v
< ¥ |< >

2. Under General, Authentication Level should be set to Default.
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UniOPC Server Properties

General !-Lucagi@- f 5 ec_urit_l,l- [ Endpoints Ider'!lgit;'

- General properties of thiz DCOM application

Application Mame: Uni0PC Server
Application |D: {B5390ECI-FENS-4C10-8F52-A0R7E41447ABY

Application Type: Local Server

uherticaton Levek F——j_ .

Local Path:

I_ ] ][ Cancel ]

3. Under Location, select Run application on the computer. This is because the
program is installed on the local machine.

UniOPC Server Properties

The following zettings allow DCOM ta lozate the cormect computer For thiz
application. If you make more than one selection, then DCOM uzes the first
applicable one. Client applications may overide your selections.

™ PFun application on the computer where the data iz located.
¥ Fun application or this computer.

un application on the following compter:;

[ Ok J[ Cancel ]

4. Under Security, change the default settings as shown below. These settings
restrict remote access to the defined users group.

5. Under Access Permissions, press Edit.

10
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6. Set the same access rights for all groups as shown below.

7. Under Launch Permissions, press Edit. Set the same access rights for all
groups as shown below.

11
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Launch Permission

SecLrty ]

Group or uzer names:

ﬁ Adrninistratars [UMITROMICS 18 A dministratars]
€7 INTERACTIVE

ﬁ Support team [UMITROMICS NSupport team]

€7 SvSTEM
Add... | Remove ‘

Permizzions for Supart team Al Dreny

Local Launch ]

Femate Launch ]

Local Activation El

Fiemate Activation Fi

Cancel |

8. Under Configuration Permissions, press Edit. Set the same access rights for
all groups as shown below. Set special privileges to Power Users if different
than default.

Change Configuration Permission

Security l

GTI:IL,ID Or LIZET name::

€7 CREATOR OWNER e
ﬁ FPower Uzers [UMITROMICSTE\Power Uzers]

€7 SvSTEM

ﬁ Idzerz [UMITROMICSTE ) zerz]

ke

£ | =

Add... ‘ Remove |

Fermizzions for Power Uzers Al Derm
Full Control ]
Read 4|

Special Permizzions
For special permizzions or for advanced settings, AR
click Advanced.
| ak | Cancel |

9. For the Identity property, you must select a given user. If Launching is
selected, several OPC server instances may be created when different users
will try to connect. This is usually not possible if the OPC server instances
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require access to a given resource (e.g. PC Card). If “interactive” is selected,
the OPC server will not be able to start without any active user session. The
selected user must be member of the locally created group.

UniDPC Server Properties

(™ The interactive uzer.

7 The launching user.

| General | Lu:u:atu:un Seu:urlt_l,l Endpu:ulnts| Identity |

"Which user account do pou want to uze to run thiz application’?

' This user.
User: [UNITRONICS\cara Browse...
Bl [~
Confirm password: =
e Th
| ok || cancel || apy |

10.To include this account in the local administrator group, right-click
Administrators, and then select Properties.

S Computer Management

- ﬁ System Tools
Lo Lﬂ] Evert Yiewer

E Shared Folders

Local Users and Groups
; a Groups

_ D Uzers
- Perfarmance Logs and Alerks
' g Device Manager
@ Starage
- Removable Storage
' Disk Defragrmenter
Disk. Management:

= @ Services and Applications

: % Services

4y WMI Control
Bl Indexing Service

£

|

= File  Action  View Window  Help = 2] x||
& -|II > = @
Hg Computer Management l{Ll:u:aI]I Marme 1 Descrlptmn 1

Administrators
Bau:kup Cperators
gGuests
Netwu:urk Configurs
F‘l:uwer sers
Remu:ute Ceskkop L
@Replicatur
Llsers

Debugger Users

Properties h

HelpServicesGrnup

g have complete and u..,

Add tu:u Gru:uup ;
Ors can override secu. .,
&l Tasks } IE S3ME ACCESS a5 Me...
group can have som. ..
Delete s
ssess most administr, .,
Renarmne

group are granted k. ..

plication in a domain
ented From making ac...
s can debug processe...
Group For the Help and Support Center

Help

COpens property sheet For the current selection.

13
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Administrators Properties

General |

g Adriristrators

Description; | admiristratars have complete and unrestricted access te|

Members:
lQ.-'1‘-.|:|ministratu:ur

" ENITROMICS cara [cara@unitronics. com)
ﬁ LMITRAONICS D omain Sdrmins
ﬁ LMITRAOMICSSDomain Users

2 UNITRONICS oren

[ &dd.. H Remove ]

[ ak. l[ Cancel ] ply

11.The Endpoint property must be set to default.

Configuring the Windows Firewall

The Windows Firewall allows traffic across the network interface when initiated locally, but
by default stops any incoming “unsolicited” traffic. However, this firewall is “exception”
based, meaning that the administrator can specify applications and ports that are
exceptions to the rule and can respond to unsolicited requests.

The firewall exceptions can be specified at two main levels, the application level and the
port and protocol level. The application level is where you specify which applications are
able to respond to unsolicited requests and the port and protocol level is where you can
specify thefirewall to allow or disallow traffic on a specific port for either TCP or UDP
traffic.

By default, Windows Firewall is set to "On”. This setting is recommended by Microsoft and
by OPC. However, you may need to temporarily turn off the firewall in order to check if the
firewall configuration is causing communication failures.

1. Open Windows Firewall by clicking on the Firewall icon in the Windows Control
Panel.

2. Click on the Exceptions tab, and then add all OPC Clients and Servers to the
exception list. In addition, add the Microsoft Management Console (mmc.exe
found in the Windows\System32 directory) and the OPC utility OPCEnum
(opcenum.exe found in the Windows\System32 directory). Note that these
two files may not appear in the Add a Program list and will have to be found
by using the Browse button. Lastly, you need to ensure that File and Printer
Sharing is checked. This is not typically enabled on new installations of the
Operating System.

14
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3. Add TCP port 135. This port is needed to initiate DCOM communications, and
allow for incoming echo requests. In the Exceptions tab of the Windows
Firewall, click on Add Port.

15
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4. In the Add a Port dialog, fill out the fields as shown below:

16
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Using UniOPC Server

To use UniOPC Server, you first define a communication channel list. Next, you define the
PLCs you want to access with UniOPC Server, and then click Run to enable UniOPC Server.

Note that the data is gathered by a client application, such as a SCADA program,
according to client requests, without regard to how often UniOPC Server harvests data
from the PLCs. UniOPC does not initiate data calls to the client.

Creating a Channel list

A Channel includes the port and other PC communication parameters. The PC uses the
channel to access a PLC and gather data.

1. Click the Channel icon, Channels Collection opens.

r UniOPC Server

I TimeOwt |Refries

D ste Time Ewveri

# Evenilog |E Stemtcs |

2. Click Add; Channel opens.

3. Under Connection type, click the drop-down arrow to select Serial or TCP/IP.
The options change according to your selection, enabling you to fill in the PC
Communication Parameters.

The Update Rate is the frequency at which UniOPC Servers harvest data from
the PLCs linked to the channel. Note, however, that the rate at which the
client takes data from UniOPC Server is set within the client application.

17
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;':'jt'_: Channel E|

PL Commusication Parameters

Connection Type:

3
. TCPAP [Call)
Seiial TCPAP [Listen

FCPot  [cOM1 ~| DataBis[s  ~|
Baud Rate: [57600  +] Pty [None =]
StopBits:[1 )

TmeOut  [[EES ~| Retiess [1 |

Lpdate Fate:; ||I|'Cl:l:l:||11|:|
[0k | Ccancel |

4. Click OK to add the Channel to the Channel Collection

Creating a PLC list
1. Click Add PLC.

2. Enter a unique PLC name, then select the PLC type and Unit ID.
Note that the Enable option is selected by default; this enables a client
application to access the PLC.

3. Select a Channel; and then click OK.
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4. Click Run; a client application can now exchange data with all enabled PLCs in

the list.
Note that if UniOPC has not been registered, the Run button is disabled.

Multi-channel applications

Note that if you have a large project, containing a number of PLCs linked to the same
channel defined as TCP/IP listen, and the OPC client sends data to a PLC that is off-line,
UniOPC stores the data. As soon as the PLC comes on-line and connects to the channel,
UniOPC sends the data.

20
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Timer Value, Preset [TPL

Long

Counter Bit ICB

Counter Value, ICC In client application’s item definition, use a 16-bit integer data
Current type

Counter Value, ICP

Preset

Memory Float MF

22
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Log File

Select this to create a detailed log file that may be stored to a disk location as a .txt file
and limited to a maximum size. This file may be used for debugging purposes.

24
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Event Loqg and Statistics

The Event Log shows events as they occur. The log is limited to 1000 rows.

Statistics show the current UniOPC events during the Statistics Sample Time period. The
Events are reported in a cyclic fashion; each reading replaces all previous Events. You can
change the Sample Time period via File>Options.

- UniOPC Server - C:\Documents and Settingsicara\Desktoplc. upe ._ E El
File Registration FPLCs Rum Help

A Ee% O 93

r

[ & | PLC Name _ Communication Parameters

“F"LEE;I:? W 2 576008, None, 1)

PLC Gate 3 Y | [ |TCP 12345678\

Shatistic Yalue
The zample pedod, in miliseconds, used for collecting period based statistics 1000
Murnber of OPC chert connechions ]
The total raumber of OPC groups (for all connected clientz] 1]
Thie total number of DPT items that have been added to OFC groups: 1]
The nurber of read bansactions performed during the last zample period ]
The number of wite ransactions performed during the |ast zample period 0
The nuriber of data change nolifications peiformed during the last sample petiod 1]

#| Eventlog |G Stsfistics
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