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Preface 1
1.1 Product History 

What's new in SIMATIC NET® ? 
OPC Unified Architecture version 1.00 
The previously available functionalities and options of the existing OPC standards such as 
Data Access, Alarms & Events, Security, Historical, Complex Data Access and XML Data 
Access have been unified in a new, more secure and more powerful specification: OPC 
Unified Architecture (OPC UA) 
Compared with the previous specifications, OPC UA has the following advantages: 
● No longer dependent on Microsoft DCOM. 
● Securely encrypted communication and client and servers that provide security for each 

other are essential parts. 
● New, standardized, TCP-based communication provides high cross-platform 

performance. 
● The browsable name space has been significantly expanded: 

– The relationships of data and events are shown. 
– The descriptions of the types and objects can be read out. 
The means that a lot of essential information is visible via the user interface. 

http://www.efesotomasyon.com/html/siemens/siemens.html


Preface  
1.2 Welcome to SIMATIC NET 

 Industrial Communication with PG/PC Volume 1 - Basics 
8 System Manual, Release 06/2008, C79000-G8976-C172-08 

1.2 Welcome to SIMATIC NET 

SIMATIC NET - Pioneering successful solutions in black and white 
Now that you have made your decision, we'll be at your side. This documentation will be your 
companion on your way to successful application of SIMATIC NET. It will provide you with a 
straightforward and clear introduction to the topics and will show you how to install and 
configure individual components and how to create your own programs based on OPC. You 
will see the opportunities that industrial communication with SIMATIC NET can open up for 
you, for your automation solutions, and, above all, for the success of your company.  

SIMATIC NET - The right decision 
You know the advantages of distributed automation systems and want to make optimum use 
of industrial communication. You expect a strong partner and innovative, reliable products. 
With SIMATIC NET, you've made the right choice. 
This documentation will build up your knowledge and let you profit from the know-how and 
expertise of the specialists. 

Are you a beginner? 
Then you can familiarize yourself systematically. Start in this Volume 1 with the introduction 
to industrial communication. There you will find all the necessary information on the 
communications principles and range of functions of the SIMATIC NET OPC server. Read 
the basics of the OPC interface, familiarize yourself with the protocols and their advantages 
and functions. 

Are you a professional? 
Then you can get going straight away. Volume 2 provides you with all the information you 
require to work with SIMATIC NET. 

Do you find examples useful? 
The supplied sample programs will provide you with a flexible basis with which you can put 
your own ideas into practice. 
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SIMATIC NET in Industrial Communications 2
 

Overview 
The material in this chapter will help you if you want to get to know the communications 
principles and range of functions of the various protocols in Industrial communication with 
SIMATIC NET®.  
It explains the basics of the PROFIBUS and Industrial Ethernet communication networks, 
tells you how the protocols implemented for these communication networks in SIMATIC NET 
work and lists the advantages and disadvantages of these protocols. At the end of the 
chapter, you will see an overview of the technology and application of PROFINET and how it 
is implemented in SIMATIC NET. 
When you have worked through the chapter, you should be in a position to identify the most 
suitable tools with which you can solve your automation tasks. 

What does SIMATIC NET actually mean? 
Industrial communication is the backbone of modern automation solutions. The 
communication networks and products involved allow totally integrated communication 
between the widest possible variety of automation components and devices. 
SIMATIC NET is the name of an entire family of communications networks and  
products from Siemens. The various networks meet the widest possible range of 
performance and application requirements in automation engineering.  

What does SIMATIC NET provide? 
SIMATIC NET provides solutions for individual customer requirements in industrial 
communication. The communications networks and products from SIMATIC NET are a 
component of Totally Integrated Automation (TIA) from Siemens. On this basis, branch-
specific automation solutions can be implemented with comprehensive and highly integrated 
communications functions. SIMATIC NET simplifies the commissioning of automation 
systems regardless of the communication networks and products used.  
In terms of their performance and range of functions, the communication networks and 
products of SIMATIC NET can be represented in the form of an automation pyramid. 

http://www.efesotomasyon.com/html/siemens/siemens.html


SIMATIC NET in Industrial Communications  
1.2 Welcome to SIMATIC NET 

 Industrial Communication with PG/PC Volume 1 - Basics 
10 System Manual, Release 06/2008, C79000-G8976-C172-08 

 
Figure 2-1 The Automation Pyramid of SIMATIC NET 

 
The automation pyramid can be divided into three levels, the field level, the cell level, and 
the management level. 
The field level is where process or field communication is handled. For this level, SIMATIC 
NET offers PROFIBUS DP and the AS-Interface.  
At the cell level, the acquired process data is distributed to the various automation systems 
or PCs for operator control and monitoring. Here, the communication networks Industrial 
Ethernet and PROFIBUS are used in SIMATIC NET.  
Higher-level management functions are handled at the management level. Here, process 
data is saved, processed further, or used for analysis. For such tasks, Industrial Ethernet is 
suitable as the communication network.  
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2.1 SIMATIC NET and the Protocols - An Overview 

Which protocols are defined in SIMATIC NET? 
In SIMATIC NET, two communication networks are used - PROFIBUS and Industrial 
Ethernet. For both networks, protocols are available that allow totally integrated 
communication between automation components and devices and with a scalable range of 
functions they meet the varied requirements of applications in automation engineering. 
The protocols listed in the following tables can be used with PROFIBUS or Industrial 
Ethernet: 

Table 2- 1 Protocols for PROFIBUS 

Protocol Description 
SEND/RECEIVE protocol Simple communication services based on PROFIBUS FDL for exchanging data with S5 and 

S7 devices. 
DP class 1 master Cyclic reading of the input data and setting of the output data of DP slaves. 
DP class 2 master Cyclic access for diagnostics and commissioning a DP system. 
DPC1 Cyclic reading of the input data and setting of the output data of DP slaves, acyclic access 

to data records of the DP slave with DPV1 expansion. 
DPC2 Cyclic access for diagnostics and commissioning of a DP system, acyclic access to data 

records of the DP slave with DP V1 expansion. 
DP Slave Acquisition, conversion, and transfer of process signals. 
FMS Protocol Open protocol for networking programmable controllers from different vendors at the cell 

level with few nodes. 
S7 Protocol Integrated and optimized communication functionality of the SIMATIC S7 systems for a wide 

range of applications 

 

Table 2- 2 Protocols for Industrial Ethernet 

Protocol Description 
SEND/RECEIVE protocol Simple communication services based on transport protocols for exchanging data with S5 

and S7 devices. 
S7 Protocol Integrated and optimized communication functionality of the SIMATIC S7 systems for a wide 

range of applications 
S7 Protocol (fault-tolerant) Integrated and optimized communication functions of the SIMATIC S7 systems over 

redundant and fault-tolerant paths. 
SNMP Protocol Open protocol for administration of networks. 
PROFINET CBA Communication between PROFINET components 
PROFINET IO Communication between PROFINET devices 

The ISO/OSI Reference Model 
For a better understanding of the functions and functionality of the protocols implemented for 
PROFIBUS and Ethernet, it is important to be familiar with a specification that standardizes 
the wide-ranging requirements for data communication, namely the ISO/OSI reference 
model.  
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The "Open Systems Interconnection" (OSI) layer model is a reference model for data 
transmission in networks named after a working group of the International Standardization 
Organization ISO. It describes 7 hierarchically arranged layers. Each layer has its own 
specific task.  
As a reference model, OSI is not a recognized standard. Many products in 
telecommunications and in networking are, however, oriented on the ISO/OSI reference 
model. 

2

1

3

4

6

5

7 Application layer

Presentation layer

Session layer

Transport layer

Network layer

Data link layer

Physical layer

 
Figure 2-2 The ISO/OSI Reference Model 

 

Which layers are defined in the ISO/OSI reference model? 
The 7 layers specified in the model are arranged in three functional levels. The first and 
second layers represent the level most closely associated with the hardware, the third and 
fourth layers form the transmission level, and layers 5 to 7 implement the level most closely 
associated with the application. The layers are defined as follows: 
● Layer 1: 

The physical layer is responsible for the physical connection between two devices. It 
transfers the data from one device to another over a network. 

● Layer 2: 
The data link layer is responsible for reliable transfer of the data. It groups the bits into 
blocks of data and adds address information required to transmit the data from one 
device to the other. The slave is also responsible for error detection on the link. 
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● Layer 3: 
The network layer is responsible for routing and correct forwarding of the blocks of data. 
It handles the addressing of the frames and how they are routed in the network. An 
example of this layer is the Internet protocol (IP). 

● Layer 4: 
The transport layer coordinates the transmission of data packets. It checks whether all 
packets have been received completely. To achieve this, transport connections between 
two devices are made available. A typical example of layer 4 is the Transmission Control 
Protocol (TCP). 

● Layer 5: 
The session layer establishes a more permanent connection between the devices 
between which data is to be transferred. This layer is responsible for establishing and 
terminating the connection and also maintaining a connection. 

● Layer 6: 
The presentation layer is responsible for converting data into the format required for the 
specific application. The data is also prepared for transport. This includes compression 
and encoding of data. 

● Layer 7: 
The application layer provides applications that receive data for further processing or 
provide data for transmission. Classic examples of such applications are mail programs 
or Internet browsers. 
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2.2 Industrial Communication with PROFIBUS - An Overview 

2.2.1 PROFIBUS - what is it? 

This is PROFIBUS 
PROFIBUS is the open and internationally standardized (EN50170) bus system for process 
and field communication with field devices and for data communication within an automation 
cell. The possible uses of PROFIBUS range from production and process automation to 
building automation.  

What are the main features of PROFIBUS? 
The main features of PROFIBUS are as follows: 
● Data transmission over cost-effective communications media such as twisted pair. 
● A wide range of applications since programmable controllers and operator control and 

monitoring devices communicate over a uniform bus. 
● Standardized data communication complying with EN 50170, EC 61158 (services and 

protocol) and IEC 61784. 
 

● Commissioning, configuration, and troubleshooting can be performed at any point in the 
bus segment. 

● Safe investment since existing PROFIBUS systems can be expanded with no detrimental 
effects. 

 

2.2.2 PROFIBUS - how does it work? 

How PROFIBUS Works 
The PROFIBUS specification is flexible enough to allow the implementation of various 
protocols optimized for specific tasks in different areas of application. The FDL data-link 
layer (layer 2 of the ISO/OSI reference model) ensures uniform control of access to the bus 
using token passing. 

How does token passing work in PROFIBUS? 
Token passing controls access to the bus; in other words, only the bus node currently in 
possession of the token is permitted to send. After a fixed time (token holding time), the 
token is passed to the next station. At the end of a cycle, the first station receives the token 
again.  
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Figure 2-3 The Token Passing Method in PROFIBUS 

 

What is the master-slave principle? 
If communication is based on the master/slave principle, there is a station known as the 
master that can trigger communication with a slave on its own initiative. The slave then 
responds to the master. The slave can transfer data in its response. In contrast to the 
master, a slave never becomes active on its own initiative.  

How does the master-slave principle work in PROFIBUS? 
In a PROFIBUS network, there are two basic types of node: 
● Active nodes (masters) control communication on the bus. Each active node receives the 

token once per cycle and can then communicate with active and passive nodes. Once the 
token holding time has elapsed, the node passes the token on to the next master. DP 
masters and S7 servers, for example, are active stations. 

● Passive nodes (slaves) cannot initiate communication themselves. They do not receive 
the token and respond only to polls from an active station. A typical example of a passive 
station is a DP slave. 
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2.2.3 PROFIBUS - how does it fit into the ISO-OSI reference model? 

PROFIBUS fits into the ISO-OSI reference model as shown below 
PROFIBUS is oriented on the ISO/OSI reference model but does not implement all layers. 
The following schematic illustrates which layers of the ISO/OSI reference model are included 
in the various protocols defined for PROFIBUS. Each protocol provides a user interface to 
the last implemented layer with which the services for data communication can be used.  
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Figure 2-4 PROFIBUS in the ISO/OSI Reference Model 
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2.3 Industrial Communication with Ethernet - An Overview 

2.3.1 Industrial Ethernet - what is it? 

This is Industrial Ethernet 
Industrial Ethernet is a powerful communication network complying with the international 
standard IEEE 802.3 (Ethernet) and was designed for the requirements in industrial 
applications.  

What are the properties of Industrial Ethernet? 
Its main features are as follows: 
● Networking of different areas of application such as management and plant floor. 
● Robust design and electromagnetic immunity. 
● High transmission performance with Fast Ethernet (100 Mbps and 1 Gbps). 
● Support of various transmission media, for example twisted pair or fiber-optic cable. 
● Scalable performance with switched Ethernet technology. 
● High availability with redundant network topologies. 
● Transmission of large amounts of data by using various transport protocols. 
● Real-time transmission with PROFINET IO is available. 

How is Industrial Ethernet structured? 
The topology of Industrial Ethernet is either a bus or star structure. 
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Network with bus structure

Network with star structure

Hub/
Server/
Switch

 
Figure 2-5 Possible Topologies of Industrial Ethernet 

 

How are large amounts of data transmitted over Industrial Ethernet? 
One feature of data transmission over Ethernet is that the maximum data packet size is 
limited. If a large amount of data needs to be transmitted, this must be split into several 
packets. This task is handled by the various transport protocols: 
The ISO transport protocol supports the fragmentation of large amounts of data into data 
packets allowing large amounts of data to be transmitted. This corresponds to layer 4 of the 
ISO/OSI reference model. 
ISO on TCP corresponds to the TCP/IP standard with the RFC 1006 expansion according to 
layer 4 of the ISO/OSI reference model. With the expansion, fragmentation of larger amounts 
of data into data packets is supported allowing larger amounts of data to be transmitted. 
RFC 1006 is an official standard and is supported by many manufacturers. 
TCP/IP native (without RFC 1006) does not support fragmentation of larger amounts of data 
into data packets. This task must then be implemented by the user program on both 
communication partners. 
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2.3.2 Fast Ethernet - what is it? 

This is Fast Ethernet 
Fast Ethernet is the further development of the Ethernet technology. The Fast Ethernet 
standard (IEEE 802.3u) is based essentially on the classical Ethernet standard with a data 
transmission rate increased by a factor of 10 to 100 Mbps.  
 

What is the difference between Ethernet and Fast Ethernet? 
They differ from each other in the following respects: 
● The network span 
● The rules for network design 
 
Fast Ethernet also provides automatic detection of the data transmission rate (autosensing). 
Fast Ethernet also brought about the introduction of full duplex mode and switching. 

2.3.3 Switched Ethernet - what is it? 

This is Switched Ethernet 
Switched Ethernet divides the network into segments linked by switches.  
 

What are the advantages of switched Ethernet? 
● Dividing the network into segments reduces the total network load. 
● Each segment has the full data transmission rate available. 
● Collisions between data packets in full duplex mode are not possible since a separate 

line is available for sending and receiving. 
 

2.3.4 Industrial Ethernet - which layers does it implement in the ISO/OSI reference 
model? 

How does Ethernet fit into the ISO/OSI reference model? 
Based on the various layers of the reference model, Industrial Ethernet provides several user 
interfaces with which the communication services of the various protocols can be used.  
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Figure 2-6 Ethernet in the ISO/OSI Reference Model 

 
Symbol Protocol Description 

A, F S7 communication Uniform user interface for TCP/IP (A) and ISO (F) using S7 functions 
B, E S5-compatible Communication 

(SEND/RECEIVE) 
Communication services based on the ISO transport interface for data 
exchange with S5 and S7 devices. With TCP/IP, an adapter (RFC 1006) is 
required. This makes the SEND/RECEIVE user interface for TCP/IP (B) 
and ISO (E) uniform. 

C TCP/IP native Simple communication services based on TCP/IP for data exchange with 
any device that supports TCP/IP. 

D SNMP communication Communication services based on UDP/IP for data exchange with any 
SNMP-compliant devices. 
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2.4 PROFINET - An Overview 

2.4.1 PROFINET - what is it? 

This is PROFINET 
PROFINET stands for PROcess FIeld NET and is the innovative and open standard for 
industrial automation on the basis of Industrial Ethernet. Using PROFINET, solutions can be 
implemented in production automation and motion control. Within the framework of Totally 
Integrated Automation (TIA), PROFINET is the consistent continuation of the established 
PROFIBUS fieldbus system and the communication bus for the cell level, Industrial Ethernet. 
With PROFINET, simple distributed field devices and time-critical applications (PROFINET 
IO) can be integrated into Ethernet communication in the same way as distributed 
automation systems based on components (Component based Automation).  
PROFINET covers all the requirements of automation engineering. The experience gained 
with PROFIBUS and Industrial Ethernet has been merged into PROFINET. The use of open 
standards, simple handling, and the integration of existing system components determined 
the definition of PROFINET from the very beginning. 
Today, PROFINET is defined as a cross-vendor communication, automation, and 
engineering model of the PROFIBUS User Organization e. V. (PNO) and is integrated in IEC 
61158. 
 

Distributed
field devices

Distributed
automation

Integration of 
fieldbus systems

Network
installation

PROFINET
communication

IT integration

 
Figure 2-7 Definition of PROFINET According to the PNO 
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What are the aims of PROFINET? 
The aims of PROFINET are as follows: 
● Fully integrated communication over fieldbus and Ethernet 
● Open, distributed automation 
● Communication in real time 
● The use of open standards 
 

Delineation between THE PROFINET and Component based Automation (CBA) 
Within the framework of PROFINET, two standards are defined. On the one hand, 
PROFINET IO is an automation concept for the implementation of modular applications by 
integrating distributed I/O with real-time communication, and on the other, Component based 
Automation (CBA or PROFINET CBA) is a component model for automation solutions based 
on distributed components and subfunctions. 
PROFINET IO and PROFINET CBA are simply two different views of programmable 
controllers on Industrial Ethernet.  
 

Component1 Component2

PROFINET

Component view (CBA) Process data view PROFINET IO

- Distributed intelligence
- Plant-wide engineering

- Distributed I/O
- Familiar I/O view

One cable, IT standards, standard application
standard controller

 
Figure 2-8 PROFINET IO and PROFINET CBA Compared 

 
PROFINET CBA divides an entire automation system into various functions. These functions 
are configured and programmed. 
PROFINET IO provides an image of the automation system that is very similar to the 
PROFIBUS view. The individual programmable controllers continue to be configured and 
programmed.  
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2.4.2 PROFINET - which communication is it based on? 

PROFINET is based on the following communication 
PROFINET is based on Ethernet communication. It is scalable and offers three performance 
levels: 
1. TCP, UDP and IP for non time-critical data such as acyclic reading and writing of data 

records, parameter assignment and configuration (Non Real Time / NRT)  
2. Real Time (RT) high-performance communication for time-critical process data in process 

automation. 
3. Isochrones Real Time (IRT) high-performance, deterministic, and timed communication 

for time-critical process data in motion control 
 

Which standard communication does PROFINET use? 
PROFINET uses Ethernet and the TCP/IP protocol. TCP/IP represents a de facto standard 
for communication protocols in the IT world and provides the basis for a series of user 
programs in local and distributed networks. TCP/IP provides transport channels that can be 
used for data communication. These are used by the application protocols that prepare data 
for specific users. Typical application protocols include, for example, SNMP, SMTP, FTP or 
DCOM.  
 

Which real-time communication is defined in PROFINET? 
In automation engineering, there are applications requiring faster update and reaction times. 
The PROFINET standard therefore defines mechanisms for real-time communication. As 
mentioned above, real-time communication is scaled: 
● The real-time channel (RT channel) is a real-time communication channel based directly 

on layer 2 of Ethernet and that uses the RT protocol. This solution minimizes the times 
required by the communication levels since some of them are omitted. The refresh rate of 
process data is improved because data is prepared for transmission faster and the user 
programs that receive data can process it faster. Refresh and reaction times of 5 - 10 ms 
are achieved. 

● The isochronous real time-channel (IRT channel) was developed specifically for motion 
control applications. Here, there are requirements regarding the refresh and reaction time 
of less than 1 ms. To achieve this, the IRT channel is based on layer 2 of Fast Ethernet 
(100 Mbps) and uses the IRT protocol. The data is also transmitted with a time-slot 
controlled transmission method. Due to the time synchronization of the communication 
partners on Ethernet, a time slot can be specified with which communication is split into a 
deterministic and an open channel. The time-critical real-time data is transmitted in the 
deterministic channel, while non time-critical data is transported in the open channel. 
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Figure 2-9 PROFINET Real-Time Communication in SIMATIC NET 

2.4.3 PROFINET - which layers does PROFINET implement in the ISO/OSI reference 
model? 

PROFINET in the ISO/OSI Reference Model 
Based on the various layers of the reference model, PROFINET effectively provides three 
communications channels for data transmission: the DCOM channel, the RT channel, and 
the IRT channel.  
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Figure 2-10 PROFINET in the ISO/OSI Reference Model 

 
 
Symbol Description 
A DCOM channel for communication with PROFINET CBA 
B RT channel for communication with PROFINET IO 
C IRT channel for communication with PROFINET IO 
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2.5 The SEND/RECEIVE Protocol 

2.5.1 SEND/RECEIVE protocol - what is it? 

The SEND/RECEIVE Protocol 
The SEND/RECEIVE protocol is a communication protocol for transmission of data over 
PROFIBUS and Industrial Ethernet. It allows a simple data exchange between 
programmable controllers. Using the SEND/RECEIVE protocol, SIMATIC S5 devices, 
SIMATIC S7 devices, PCs, and workstations can communicate with each other.  
 

How does the SEND/RECEIVE protocol differ in PROFIBUS and Ethernet? 
● In PROFIBUS, the SEND/RECEIVE protocol is based on FDL services, while in Ethernet, 

it uses the available services of the transport layer. 
● The amount of data that can be transmitted with PROFIBUS is restricted to 246 bytes and 

in Ethernet to 4096 bytes. 
● In contrast to Ethernet, PROFIBUS does not have variable services. 
 

2.5.2 SEND/RECEIVE protocol - what does a typical system configuration look like? 
This section illustrates typical system configurations in PROFIBUS and Industrial Ethernet in 
which data communication between different devices is implemented with the 
SEND/RECEIVE protocol.  

Example of a System Configuration for the SEND/RECEIVE Protocol in PROFIBUS 
For communication with the SEND/RECEIVE protocol over PROFIBUS, the SIMATIC NET 
range offers communications modules for controllers of the SIMATIC S5, SIMATIC 505, and 
SIMATIC S7 families and for PCs and workstations. 
For SIMATIC S5, for example, the CP 5431 and CP 5434 communications modules and 
integrated interfaces are available. The typical communications modules for SIMATIC S7 are 
the CP 342-5 and CP 443-5 and for PCs and workstations, the CP 5613. 
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Figure 2-11 Typical System Configuration for PROFIBUS 

 

Example of a System Configuration for the SEND/RECEIVE Protocol in Ethernet 
For communication with the SEND/RECEIVE protocol over Ethernet, the SIMATIC NET 
range offfers communications modules for controllers of the SIMATIC S5, SIMATIC 505, and 
SIMATIC S7 families and for PCs and workstations. 
For SIMATIC S5, for example, the CP 1430 communications module is available. The typical 
communications modules for SIMATIC S7 are the CP 343-1 and CP 443-1 and for PCs and 
workstations, the CP 1613. 
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Figure 2-12 Typical System Configuration for Ethernet 

 

2.5.3 SEND/RECEIVE protocol - how does it function? 

How the SEND/RECEIVE Protocol Works in PROFIBUS 
The SEND/RECEIVE protocol in PROFIBUS is based on the simple transmission of data in 
an FDL data field. It uses the services of the data-link layer of PROFIBUS, the fieldbus data 
link (FDL) directly. For data transfer, the receiver provides a receive buffer to which the 
sender writes the data it wants to transmit.  
Data communication over the SEND/RECEIVE protocol is possible only between active 
PROFIBUS nodes. Due to the length of FDL data fields, the length of the user data is 
restricted to a maximum of 246 bytes per frame. Data is exchanged with the SDA (Send 
Data with Acknowledge) and SDN (Send Data with No Acknowledge) services.  
For communication over the SEND/RECEIVE protocol, no connection establishment is 
necessary.  
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How the SEND/RECEIVE Protocol Works in Ethernet 
In contrast to data communication on PROFIBUS, the SEND/RECEIVE protocol in Industrial 
Ethernet is based on the transport layer of the ISO/OSI reference model. This provides the 
user with the functionality of the transport layer in the form of connections, flow control, and 
data fragmentation. 
The SEND/RECEIVE protocol uses the transport protocols available in Industrial Ethernet, 
the ISO transport protocol and the TCP/IP transport protocol with and without RFC 1006. 
The ISO transport protocol is specified in the international standard ISO 8073 Class 4 and 
provides services for transmission of data.  
Due to the possibility of data fragmentation (user data can be fragmented into several frames 
at the ISO transport level), the ISO transport service can transfer large amounts of data. The 
ISO transport service allows communication with any communication partner that supports 
sending and receiving of data according to ISO transport. 
The ISO on TCP (RFC 1006) protocol corresponds to the TCP/IP standard (Transmission 
Control Protocol/Internet Protocol) with the RFC 1006 expansion. The RFC 1006 expansion 
is necessary, since TCP implements data communication without fragmentation of the data 
in frames. RFC 1006 describes how the services of the ISO transport protocol and therefore 
the fragmentation of the data is mapped on TCP. RFC 1006 is an official standard and is 
used by many vendors. 
The TCP/IP native protocol (without RFC 1006) allows communication with any 
communication partner that supports TCP/IP. Since the transport layer of TCP/IP provides 
an unstructured data stream, the task of fragmentation is left up to the user. Both partners on 
a communication connection must be informed of the size of the packet to be transferred so 
that the correct packet can be picked out of the data stream. 
Data communication with the SEND/RECEIVE protocol over Ethernet is always connection-
oriented. This means that a transport connection to the partner device must be established 
before data can be transmitted. During connection establishment, there is an active and a 
passive communication node. The active node initiates establishment of the connection to 
the partner. Which device is responsible for initiating establishment of the connection 
between two devices is specified in the connection configuration. 
 

2.5.4 SEND/RECEIVE protocol - which communication services are available? 

The SEND/RECEIVE protocol provides the following communications services 
For data exchange, the SEND/RECEIVE protocol provides buffer send/receive and variable 
services. The buffer send/receive services are used to transfer unstructured blocks of data 
between two programmable controllers and are available both in PROFIBUS and in 
Ethernet. The variable services are used to transfer structured data; in other words, variables 
that are defined on the programmable controllers. Variables are so-called data objects in 
programmable controllers. Examples include data blocks, inputs and outputs of the I/O, bit 
memory, timers, counters, and system areas. The variable services can only be used on 
Ethernet.  
For PCs, there are several additional services in PROFIBUS intended not so much for data 
communication but rather for diagnostics and information gathering.  
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● Obtaining the bus parameters and the local station address 
● Obtaining the list of stations on the bus 
● Identification of the local station and partner stations 

How do the buffer send/receive services work? 
The buffer services of the SEND/RECEIVE protocol include two communications services, 
SEND and RECEIVE.  
The SEND service is used on the device from which data is sent. The sending of data must 
be started explicitly by the sender. The device on which the data will be received must 
activate the RECEIVE service before it is ready to receive. 
The SEND and RECEIVE communication services for data communication on PROFIBUS 
are simple services without connection monitoring so that the failure of the partner device is 
not detected. Such monitoring can only be implemented by a suitable user program, for 
example, by triggering cyclic transfer of data and checking the cyclic data on the receiving 
device.  

How do the variable services work? 
The variable services of the SEND/RECEIVE protocol include two communications services, 
FETCH and WRITE. These communications services are available only on Ethernet.  
When the FETCH service executes, a job is sent from the PC to the partner device in which 
the current values of certain variables are requested. The partner device confirms the job 
with a block of data containing the current values of the requested variables. 
With the WRITE service, the PC can send current values of certain variables to the partner 
device. The partner device evaluates the information and sets the variables to the values 
that were transferred. The service is then confirmed by the partner device. 
 

2.5.5 SEND/RECEIVE protocol - how is it configured? 

The SEND/RECEIVE protocol is configured as follows 
To allow communication with the SEND/RECEIVE protocol, connections must be configured 
before they can be used. Here, either the SIMATIC NCM configuration tool is used or 
optionally SIMATIC STEP 7. Connections between the communication partners are 
configured with the NetPro user program. The configured connections are identified by a 
unique connection name specified during configuration. For the SEND/RECEIVE protocol, 
there are four predefined connection types that also describe the type of connection:  
● FDL connection: Connection over PROFIBUS 
● ISO transport connection: Connection over Ethernet using the ISO transport protocol 
● ISO-on-TCP connection: Connection over Ethernet using the ISO-on-TCP protocol 
● TCP connection: Connection over Ethernet using the TCP/IP native protocol 
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Parameters must be set for every configured connection. When the connection is created, 
the configuration tool sets default values for these parameters that can be adopted by the 
user unmodified. The parameters include, for example: 
● The address of the communication partner 
● The service access point (SAP). 
 

2.5.6 SEND/RECEIVE protocol - what are the advantages and disadvantages? 

The advantages of the SEND/RECEIVE protocol in PROFIBUS are as follows 
The SEND/RECEIVE protocol in PROFIBUS has the following advantages: 
● Large blocks of data up to 246 bytes can be transferred. 
● There is no network load when no data is being transferred. 
● The sending of broadcast frames to several nodes is possible. 
● Structured access to blocks of data on the PC is possible. 
● Communication with SIMATIC S5 and SIMATIC S7 devices is possible. 
● PCs/PGs can communicate with each other. 
 

The disadvantages of the SEND/RECEIVE protocol in PROFIBUS are as follows 
The SEND/RECEIVE protocol in PROFIBUS has the following disadvantages: 
● The receiver cannot initiate data transfer. It must wait until the data is transferred by the 

sender. 
● There is no monitoring to detect failure of the receiver or an interruption on the network. 
● There is no routing (forwarding a job to other networks). 

The advantages of the SEND/RECEIVE protocol in Ethernet are as follows 
The SEND/RECEIVE protocol in Ethernet has the following advantages: 
● With fragmentation, larger blocks data up to 64 Kbytes can be transmitted. 
● If no data transmission is started by the user, there is no network load. 
● Structured access to blocks of data is possible. 
● Communication with S5 and S7 devices as well as with PCs is possible. 
● The variable services provided flexible access to data. 
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The disadvantages of the SEND/RECEIVE protocol in Ethernet are as follows 
The SEND/RECEIVE protocol in Ethernet has the following disadvantages: 
● The receiver cannot initiate data transfer. It must wait until the data is transferred by the 

sender. 
● The data must be located in a buffer or copied to a buffer by a user program on the 

partner device. 
● The data throughput when using variable services is lower than when using the buffer 

send/receive services. 
● To monitor variable changes, the partner device must be accessed cyclically involving a 

higher network load. 
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2.6 The DP Protocol 

2.6.1 DP protocol - what is it? 

The DP Protocol 
The DP protocol is used in the distributed peripheral I/O (DP) and allows distributed use of 
numerous modules and other field devices in the immediate vicinity of the process. It is 
based on the communication standard for the field area (IEC 61158) and is specified in the 
PROFIBUS standard (EN 50170).  
With the DP protocol over PROFIBUS, large distances can be covered between I/O devices. 
Distributed I/O stations collect input signals locally and make them available so that they can 
be fetched. The CPU on the computer can then fetch them cyclically. In the opposite 
direction, the central controller sends output data to the distributed I/O stations cyclically. 
The DP protocol is intended for time-critical applications. The simple, optimized transmission 
protocol, the high transmission rates, and the use of the master-slave principle achieve short 
cycle times. 

What are the properties of the DP protocol? 
The properties are: 
● Central control by a master 
● High data throughput with a simple transmission protocol 
● Cyclic transmission of the process image in the input and output direction 
● Detection of errors with online diagnostics 
● Parallel operation with other devices (masters and slaves) is possible on one bus 

because it is based on PROFIBUS layer 2 of the ISO/OSI reference model). 

Which expansions are defined for the DP protocol? 
The following sections provide an overview of the various DP masters and their expansions. 
For the DP master, classes 1 and 2 are defined for cyclic data exchange and diagnostic 
functions. Expansions C1 and C2 are also implemented for acyclic communication. 

What is DPV1? 
The DPV1 standard represents an expansion of DP communication. Slaves supporting 
DPV1 have an additional memory area in which special, slave-specific data records are 
stored. DPV1 consists of two parts, on the one hand, the expansion for DPC1 for cyclic 
masters and, on the other hand, the expansion for DPC2 for additional diagnostic and 
parameter assignment functions. Using DPV1 functions, the data records can be read or 
written providing expanded functionality.  



SIMATIC NET in Industrial Communications  
2.6 The DP Protocol 

 Industrial Communication with PG/PC Volume 1 - Basics 
34 System Manual, Release 06/2008, C79000-G8976-C172-08 

What is a class 1 DP master?  
A class 1 DP master provides services for assigning parameters to the slaves and for cyclic 
data exchange. 

What is DPC1? 
DPC1 is a DPV1 expansion for a class 1 DP master. It allows the C1 master to write and 
read the additional data areas of a DPV1 slave acyclically.  

Class 1 DP Master

Slave with DPV1 expansion

acyclic data 
transfer

cyclic data 
transfer

DP DPC1

IO variables
Data records for 

expanded 
functionality

 
Figure 2-13 Class 1 DP Master and DPC1 

What is a class 2 DP master?  
A class 2 DP master provides diagnostic options and can query the status of a class 1 DP 
master or a DP slave without interfering in the operation of the network. 

What is DPC2? 
DPC2 is a DPV1 expansion for a class 2 DP master. It allows a C2 master to write and read 
the additional data areas of a DPV1 slave acyclically.  
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Figure 2-14 Class 2 DP Master and DPC2: 

2.6.2 DP protocol - what does a typical system configuration look like? 
The following section shows how a typical system configuration might appear in PROFIBUS 
in which the data communication is implemented between various devices using the DP 
protocol. 

Example of a System Configuration for the DP Protocol 
For communication with the DP protocol over PROFIBUS, the SIMATIC NET range offers 
communications modules for controllers of the SIMATIC S5 and SIMATIC S7 families and for 
PCs and workstations.  
The typical communication modules available for the SIMATIC S7 are the CP 343-2 and for 
PCs and workstations the CP 5613 or CP 5611. There are also DP-compliant modules in the 
ET 200 series. 
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Figure 2-15 Typical System Configuration for PROFIBUS 

2.6.3 DP protocol - how does it work? 

How the DP Protocol Works 
In the distributed I/O system, there are three types of communication partner: 
 
DP Communication Partners Description 
DP slaves Passive bus nodes, normally the I/O devices. 
DP class 1 master Active node, central component for controlling the 

DP slaves. 
DP class 2 master Active node that can be used for commissioning 

and diagnostics parallel to a class 1 master. 

 
Normal communication between a DP master and the distributed I/O stations takes the form 
of polling. Polling means that the DP master sends cyclic polling frames to each of the DP 
slaves assigned to it.  
The polling frame contains the current output data that the DP slave will apply to its output 
ports. The DP slave confirms receipt by returning an acknowledgment frame. The 
acknowledgment frame contains the input data applied at the input ports of the DP slaves. 
If a DP slave has no output or input ports, an "empty frame" is sent instead. 



 SIMATIC NET in Industrial Communications 
 2.6 The DP Protocol 

Industrial Communication with PG/PC Volume 1 - Basics 
System Manual, Release 06/2008, C79000-G8976-C172-08 37 

All the operational DP slaves are addressed in one polling cycle. The next polling cycle starts 
immediately after the last slave has been addressed. This method ensures that the data is 
up-to-date. In every polling cycle, the DP master attempts to include non-operational slaves 
in the cycle. 
 

DP master

DP slaves

Data
input

Data
output

 
Figure 2-16 Communication between DP Master and DP Slave 

The DP protocol is optimized for fast data throughput between the master and slave and 
does not include flow control. 

2.6.4 DP protocol - how is it configured? 

The DP protocol is configured as follows 
For communication with the DP protocol, a DP device must be assigned parameters and 
configured before productive operation can be started. Here, either the SIMATIC NCM 
configuration tool is used or optionally SIMATIC STEP 7. The protocol is set for each DP 
device (DP slave, class 1 DP master, class 2 DP master) with the HW Config user program. 
By selecting the protocol, you also select the global operating parameters for each DP 
device as parameter assignment data and the number and type of input/output ports as 
configuration data. 
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2.6.5 DP protocol - what are the advantages? 

The advantages of the DP protocol are as follows 
The DP protocol has the following advantages: 
● Communication over PROFIBUS is efficient and has real-time capability. 
● User programs have fast and uncomplicated access to process data. 
● The DP protocol is an open, widespread, and internationally standardized protocol. 

2.6.6 Class 1 DP master - which communication services are available? 

The class 1 DP master has the following modes available 
The DP master controls the status of the DP system. Each mode of the DP master is 
characterized by defined actions between the DP master and the DP slaves: 
 
Mode Meaning 
OFFLINE There is no DP communication whatsoever between the DP 

master and DP slaves. This is the initial status of the DP 
master. 

STOP In this mode, there is also no DP communication between 
the DP master and DP slaves. In contrast to the OFFLINE 
mode, a DP diagnostic station (DP class 2 master) can read 
diagnostic information from the DP master. 

CLEAR The DP master supplies the DP slave with data that it 
requires to start up (parameter assignment and 
configuration). Following this, the value 0h is sent to all 
slaves with process output in the CLEAR mode; in other 
words, process output is in a safe status. The input data of 
the slaves is known and can be read. 

OPERATE There is cyclic data transfer between the DP master and DP 
slaves. This is known as the productive phase. In this mode, 
the DP slaves are polled one after the other by the DP 
master. 

Starting from the current mode, the modes must be run through in the selected order 
(ascending or descending) OFFLINE - STOP - CLEAR - OPERATE. 
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Figure 2-17 Communication Services of the Class 1 DP Master 

 

The class 1 DP master provides the following communication services 
Access to process variables by an application of a class 1 DP master is not direct but via a 
process image on the communications module. 
The process image includes three data areas for each DP slave: 
● Input data from the DP slave 
● Output data to the DP slave 
● Diagnostic data from the DP slave 
 
A user program on a PC can use the following service via a class 1 DP master: 
● Variable services for the process image of the DP master 
 
The following information services are also available: 
● Mode of the DP master and the DP slaves 
● Event messages from the DP master 
● Activity monitoring by the DP module 
● The type of a DP slave 
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What are the advantages and disadvantages of the class 1 DP master? 
The use of a class 1 DP master has the following advantages: 
● Fast access to cyclic data. 
● Jobs from the applications can be processed extremely quickly because the data can be 

obtained directly from the process image and do not lead explicitly to communication. 
 
The use of a class 1 DP master has the following disadvantage: 
● High bus load due to the cyclic exchange of input and output data. 

2.6.7 Class 2 DP master - which communication services are available? 

How the Class 2 DP Master Works 
Alongside devices belonging to the class 1 DP master, a DP system can also include class 2 
DP master devices. These are used for commissioning, configuration, or diagnostics. 
It is, for example, possible to connect a class 2 DP master to PROFIBUS for diagnostic 
purposes. This can then query the status of slaves and class 1 masters at any time without 
interfering with network operation. A class 2 DP master can also change the slave address if 
the slave permits this. 

Diagnostics, read inputs,
read outputs, read configuration, 
set slave address
 

Master diagnostics

Communication options
class 2 DP master:

DP slave DP slave DP slave

S7-400
Class 1 
DP master

PC
Class 2 
DP master

PROFIBUS

 
Figure 2-18 Communication Services of the Class 2 DP Master 
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The class 2 DP master provides the following communication services 
In much the same way as a class 1 DP master, the class 2 DP master can also access the 
cyclic input and output data and map information to variables. The data can, however, only 
be read and not written. 
The essential functions of a class 2 master are as follows: 
● Reading data from the slave 
● Reading data from the class 1 master 
 

What are the advantages and disadvantages of the class 2 DP master? 
The use of a class 2 DP master has the following advantages: 
● Operation within the network is affected to only a very limited extent. 
● Slave address can be modified. 
 
 
The use of a class 2 DP master has the following disadvantages: 
● Inputs, outputs and diagnostic data of a slave can only be read. 
● Synchronization of access to process variables with the DP cycle is not possible with 

OPC. 

2.6.8 DPC1 - which communications services are available? 

How Communication with DPC1 Services Works 
With the DPC1 services, it is possible to poll data from the slaves acyclically in addition to 
the cyclic polling over the DP master interface. Each DP slave with the DPV1 expansion has 
an additional data area that can be read and written by the DPC1 master. This data area 
depends on the specific slave and can contain, for example, parameter assignment data or 
alarm messages. The individual data records of the additional data area are addressed by 
specifying the slot and index.  
No communication connections to the slaves are necessary to use the DPC1 services since 
the polling cycle of the master is already initiated as an implicit connection. As soon as a 
slave with DPC1 functionality has had parameters set and has been configured, it can be 
addressed by DPC1 services. 
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Figure 2-19 Principle of Communication with DPC1 Services 

 

Which DPC1 communication services exist? 
The DPC1 services include the following: 
● Acyclic reading and writing of data records. 
● Alarm servicing. 
 

What are the advantages of the DPC1 services? 
Using the DPC1 services has the following advantages: 
● The bus load is reduced by acyclic access. 
● Blocks of data up to 240 bytes can be transferred. 
● Structured access to data fields is possible. 
● Parallel use with variable services of the class 1 DP master is possible. 
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2.6.9 DPC2 - which communications services are available? 

How Communication with DPC2 Services Works 
With the DPC2 services, it is possible to poll acyclic data from the slaves from a class 2 DP 
master in addition to the cyclic polling. DPC2-compliant slaves have an additional data area 
that can be read and written with DPC2 services. This data area depends on the specific 
slave and can contain, for example, parameter assignment data or alarm messages. The 
individual data records of the additional data area are addressed by specifying the slot and 
index.  
The essential difference between this and the normal master-slave communication is that a 
connection must first be established and then maintained until it is interrupted by external 
influences or terminated by the master. As long as this connection is established, the master 
can communicate with the slave. 
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Figure 2-20 Principle of Communication with DPC2 Services 

Which DPC2 communication services exist? 
The most important DPC2 services are as follows: 
● Establishment and termination of a communication relation 
● Reading the slave data records 
The use of DPC2 services provides the user with buffer send/receive services. 
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Since the DPC2 services are handled with lower priority than the cyclic data services, the 
data throughput is lower. The round-trip time is also generally increased since the network is 
under additional load. 
In the same way as a class 1 DP master (DPC1), a class 2 master can only access the data 
of a DPV1 slot as an entire block. A read job returns the entire contents of a data record 
identified by the slot and index, a write job overwrites the entire data record. 

What are the advantages of the DPC2 services? 
Using the DPC2 services has the following advantages: 
● Asynchronous access to slaves is possible. 
● Larger blocks of data can be transferred. 
● Structured access to data fields is possible. 
● Parallel use with a class 1 master is possible. 

2.6.10 DP slave - which communications services are available? 

A DP slave provides the following communication services 
A DP slave provides data communication services that allow a DP master to fetch input data 
over PROFIBUS during a polling cycle and to receive and process output data sent by the 
DP master. The DP slave can also set diagnostic data that can be read by the DP master.  
Within DP communication, DP slaves are considered to be modular. Each slave can be 
made up of several submodules each with their own input and output areas. 
A slave suitable for the DPV1 expansion can contain additional data records for each 
module. These data records contain slave-specific data that can be read and written by a 
DPC1 master. Up to 240 bytes of payload data are available per data record. 
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Figure 2-21 Principle of Communication with DP Slaves 

What are the advantages of the DPV1 DP slave expansion? 
The DPV1 expansion has the following advantages: 
● Acyclic access is possible. 
● Large blocks of data can be transferred. 
● The DP slave has additional diagnostic data records. 
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2.7 The FMS Protocol 

2.7.1 FMS protocol- what is it? 

The FMS Protocol 
The Fieldbus Message Specification (FMS) specifies a standardized (EN 50170) 
communications protocol at layer 7 of the ISO/OSI reference model. It allows open 
communication between devices on PROFIBUS and provides services for transfer of 
structured data known as FMS variables. The FMS protocol is therefore ideal for 
communication between automation systems of different vendors. By using communication 
with the FMS protocol, distributed application processes can be linked to form one overall 
process over PROFIBUS. 
 

2.7.2 FMS protocol - what does a typical system configuration look like? 
The following section shows how a typical system configuration might appear in PROFIBUS 
in which the data communication is implemented between various devices using the FMS 
protocol. 

Example of a System Configuration for the FMS Protocol 
For communication with the FMS protocol over PROFIBUS, the SIMATIC NET range offers 
communications modules for controllers of the SIMATIC S5 and SIMATIC S7 families and for 
PCs and workstations. 
For SIMATIC S5, for example, the CP 5431 communications module is available. The CP 
443-5 and CP 343-5 are available for SIMATIC S7 programmable controllers and the CP 
5613 for PCs and workstations. There are also several FMS-compliant communication 
modules from different vendors. 
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Figure 2-22 Typical System Configuration for PROFIBUS 

2.7.3 FMS protocol - how does it work? 

How the FMS Protocol Works 
With few exceptions (broadcast/multicast), when using the FMS protocol, data is always 
exchanged between two communication partners. One partner adopts the client role and the 
other partner adopts the server role. 
There is therefore a communication relation between the client and server. The term 
"communication relation" used in the FMS protocol corresponds to a connection. Before data 
can be transferred, this connection to the communication partner must be established. Each 
node can maintain several communication relations with the same and with different partners 
at the same time. Once a connection is initialized, the FMS services allow data exchange 
between the communication partners. Correct transfer of data is always acknowledged by 
the recipient with a user acknowledgment. Due to automatic repetition if an error occurs and 
additional checking mechanisms, a high degree of reliability is achieved. 

How does the FMS protocol access data? 
The FMS protocol accesses the data in the form of FMS variables. FMS variables are 
communication objects on which a value from the automated process, for example the 
temperature of a thermal sensor, is mapped. A communication object is referenced either 
using an address known as the object index or using a symbolic name. As a result, the 
following attributes are used to describe a communication object:  
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● Object index 
● Symbolic name 
● Data type 
● Length 
● Access rights / password 
The communication objects on an FMS-compliant device are managed in an object 
dictionary (OD) that contains a list of all the objects available on the device. With FMS 
services, the object dictionary can be read out by a partner device to obtain information 
about the available objects.  

2.7.4 FMS protocol - which communication services are available? 

The FMS protocol provides the following communication services 
To meet the wide variety of requirements made of an FMS system, the FMS protocol defines 
numerous services. These services are divided into three basic types of communication 
services. There are productive services, management services, and the FMS services for 
SIMATIC NET. 
 

Which productive services are defined? 
The productive services are used solely for data exchange. There is a READ service for 
reading a communication object from the partner device and a WRITE service for writing a 
communication object on the partner device.  
 

Which management services are defined? 
The management services are pure management services. The INITIATE and ABORT 
services are defined to establish and terminate communication connections. The STATUS 
service allows access to the device status of the partner device. The IDENTIFY service can 
be used to identify a partner device. The GET-OD service is used to read out the object 
dictionary of the partner device.  
 

Which FMS services are defined for SIMATIC NET? 
FMS services are defined for SIMATIC NET that allow the identification, attributes, and 
status of a partner device to be queried. A further diagnostic service provides an overview of 
the nodes communicating on PROFIBUS.  
The variable services are implemented for the actual data communication between partner 
devices. The variable services are based on the READ and WRITE productive services and 
are extended by the INFORMATIONREPORT service that allows data to be exchanged 
event-controlled. 
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How do the variable services work? 
Data communication using variable services is according to the client-server model. This 
means that there is an FMS client and an FMS server in an FMS communication relation.  
The FMS server is responsible for making communication objects available. It creates an 
object dictionary containing information on the FMS variables (type, initial value, access 
rights). The individual communication objects are referenced either by the object index or a 
symbolic name. 
The FMS client is the partner that wants to access the communication objects provided by 
the FMS server. Before communication with the FMS server is possible, the connection 
between the two partners must first be established. This is normally initiated by the FMS 
client. Connection establishment is confirmed by the FMS server. From this point onwards, 
FMS services can be used. At the start of the communication, the FMS client can load the 
object dictionary to obtain all information on the communication objects available for data 
exchange. The FMS client can then access the individual communication objects either with 
reads or writes. 

2.7.5 FMS protocol - how is it configured? 

The FMS protocol is configured as follows 
Before communication is possible with the FMS protocol, connections must be configured. 
Here, either the SIMATIC NCM configuration tool is used or optionally SIMATIC STEP 7. 
Connections between the communication partners are configured with the NetPro user 
program. The configured connections are identified by a unique connection name specified 
during configuration. A connection type is predefined for the FMS protocol:  
● FMS connection: Connection over PROFIBUS 
 
Parameters must be set for every configured connection. When the connection is created, 
the configuration tool sets default values for these parameters that can be adopted by the 
user unmodified. The essential parameters are: 
● The address of the communication partner 
● The service access point (LSAP) of the FDL layer 

2.7.6 FMS protocol - what are the advantages and disadvantages? 

The advantages of the FMS protocol are as follows 
The FMS protocol has the following advantages: 
● A wide variety of FMS-compliant devices can be accessed over the open FMS protocol. 
● The FMS server provides only the data configured by the user, unauthorized access is 

not possible. 
● A data type or an FMS variable is defined for a communication object on the FMS server. 
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● The client can read the list of FMS variables from the FMS server so that variables do not 
need to be configured on the FMS client. 

● Variables can be given a symbolic name and the FMS client then reads the symbolic 
name from the object dictionary of the FMS server. 

● Low network load on PROFIBUS when the FMS client is not reading or writing data. 
● If variables on the FMS server are written by a partner device, the changed values are 

reported on the OPC interface (if the variable is being monitored). 
 

The disadvantages of the FMS protocol are as follows 
The FMS protocol has the following disadvantages: 
● Due to the available variable services, the throughput of the protocol is lower than with 

the DP protocol. 
● To monitor a variable, this must be polled by the OPC server over the communication 

system. As a result, this leads to permanent network load. 
● An object dictionary must be configured on the FMS server. 
● The restricted speed due to the complex functionality means that the use of the FMS 

protocol is practical only in the cell area; in other words, over PROFIBUS and in networks 
with few nodes. 
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2.8 The S7 Protocol 

2.8.1 S7 protocol - what is it? 

The S7 Protocol 
The S7 protocol is used for communication with SIMATIC S7 programmable controllers 
(PLCs). It supports both communication between PG/PC and programmable controllers as 
well as data exchange between programmable controllers of the SIMATIC S7 system.  
 

What are the properties of the S7 protocol? 
The main features of the S7 protocol are as follows: 
● Optimized for SIMATIC communication 
● Greater speed compared with other automation protocols for data communication. 
● Availability for bus systems of the management and cell level with Industrial Ethernet and 

the field level with PROFIBUS. 
● Can also be used with fault-tolerant connections. 

What are the differences between the S7 protocol for PROFIBUS and for Ethernet? 
In PROFIBUS, the S7 protocol is based on the FDL services, while in Ethernet, it uses the 
available services of the transport layer. This difference is hidden by the S7 protocol so that 
the user is not aware of any differences in communication. 

What are the common features of the S7 protocol in PROFIBUS and in Ethernet? 
With both communication systems, the S7 protocol provides the advantages of a connection-
oriented protocol, for example, connection monitoring. All the communication services 
implemented in the S7 protocol are also available without restrictions. 

2.8.2 S7 protocol - what does a typical system configuration look like? 
This section illustrates typical system configurations in PROFIBUS and Industrial Ethernet in 
which data communication between different devices is implemented with the S7 protocol. 

Example of a System Configuration for the S7 Protocol in PROFIBUS 
For communication with the S7 protocol over PROFIBUS, the SIMATIC NET range offers 
communications modules for controllers of the SIMATIC S7 family and for PCs and 
workstations. 
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The typical communication modules for the SIMATIC S7 are the CP 342-5, CP 343-5, and 
CP 443-5, for PCs and workstations the CP 5614, CP 5613, CP 5611, or CP 5511. There 
are also various S7 protocol-compliant module types available for the ET 200 system 
 

PC +
CP 5613

S7-300
+ CP 343-5

S7-400
+ CP 443-5 Extended

ET 200X

PROFIBUS

 
Figure 2-23 Typical System Configuration for PROFIBUS 

Example of a System Configuration for the S7 Protocol in Ethernet 
For communication with the S7 protocol over Ethernet, the SIMATIC NET range offers 
communications modules for controllers of the SIMATIC S7 family and for PCs and 
workstations. 
The typical communications modules for SIMATIC S7 are the CP 343-1 and CP 443-1 and 
for PCs and workstations, the CP 1613. 

Industrial
Ethernet

PC +
CP 1613 S7-300 +

CP 343-1

S7-400 +
CP 443-1  

Figure 2-24 Typical System Configuration for Ethernet 
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2.8.3 S7 protocol - how does it work? 

How the S7 Protocol Works 
The S7 protocol provides simple and powerful communication services. Data is transmitted 
between an automation application on a SIMATIC PC station and a programmable controller 
according to the client-server model. The data requested by the client is provided by the 
server.  
Two programmable controllers can also exchange data. This communication also works 
according to the client-server model. 
During connection establishment, the communication partners automatically negotiate the 
most important characteristics of the communication path. The most suitable settings that 
can be achieved by both communication partners are negotiated. 
The following details are agreed upon: 
● Size of the data packets to be transferred 
● Number of send and receive resources that can be used at the same time 
 
Communication with the S7 protocol provides the advantages of a connection-oriented 
protocol, such as checking for the existence of a station with connection monitoring. There 
are also no resource problems during productive operation because these are negotiated. 

2.8.4 S7 protocol - which communication services are available? 

The S7 protocol provides the following communication services 
The S7 protocol supports the following communication services that are available without 
restriction in PROFIBUS and Ethernet. 
 
Communication Service Description 
Information services Information on the connection status. Display of the device and user 

status of the communication partner. 
Variable services Functions for reading and writing one or more variables. 
Buffer send/receive 
services 

Program-controlled transfer of large blocks of data. 

Block management 
services 

These services allow the downloading, uploading, deleting, and linking 
of blocks in the program sequence of a programmable controller during 
operation. This allows dynamic modification of program sequences and 
parameters. 

Event services These services are used to receive and process messages from 
SIMATIC S7 programmable controllers, for example alarms. 

Security services Access control by setting passwords for SIMATIC S7 data objects. 
Server services The PC station becomes S7 server and provides a data block that can 

be read and written both locally and remotely (PUT / GET). 
The number of the data block can be queried and displayed locally and 
remotely. 
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What can the S7 information services do?  
The S7 protocol provides information services with which 
● attributes of a partner device can be queried. 
● the status of a partner device can be read. 

What can the S7 variable services do?  
The S7 protocol allows simple access to S7 variables. 
The following S7 variables are available on most S7 devices: 
● Data blocks 
● Instance data blocks 
● Inputs/outputs 
● Peripheral inputs/outputs 
● Memory bits 
● Timers 
● Counters 
 

What are the advantages and disadvantages of the S7 variable services? 
Using the variable services has the following advantages: 
● Very simple access to the partner device without programming the partner. 
● Reading and writing several variables and long arrays of variables is optimized. 
● When using the OPC server, access rights can be assigned to protect safety-related 

variables. 
● With OPC, it is possible to use symbols from STEP 7. 
● When using OPC, the size of variables and the size of a block of data are restricted to a 

maximum of 64 Kbytes. 
 
Using the variable services has the following disadvantages: 
● To monitor variable changes, the partner device must be accessed cyclically. 
● Access at short intervals means a high network load. 
 

What can the S7 buffer send/receive services do?  
The S7 buffer send/receive services allow programcontrolled transfer of larger blocks of 
data. Up to 65534 bytes of data can be transferred. 
Before data can be exchanged, a connection must be configured. This applies to 
connections both between the PC and programmable controller and between programmable 
controllers. 
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What are the advantages and disadvantages of the S7 buffer send/receive services? 
Using the S7 buffer send/receive services has the following advantages: 
● Large (max. 65534 bytes) blocks of data can also be transferred. 
● A SIMATIC PC can be both client and server, in other words, with buffer send/receive 

services, data can also be transferred from PC to PC using the S7 protocol. 
● It is possible to structure the blocks of data in OPC items. 
● All OPC variables defined within a receive buffer receive a change message when a 

block of data arrives and the relevant data has changed. 
● There is no network load from polling if no data is sent. 
 
Using the buffer-oriented services has the following disadvantages: 
● Send and receive blocks must be programmed on the programmable controllers and, 

when applicable, on the PC. 
● The receiver cannot request data but must wait until data is sent. 
● Buffer send/receive services are not available for all S7 programmable controllers. 

What can the S7 block management services do?  
The S7 block management service with the S7 protocol provides the following applications: 
● Downloading data from the PG/PC to the SIMATIC CPU. 
● Uploading data from the SIMATIC CPU to the PG/PC. 
● Linking of blocks in the program sequence of the SIMATIC CPU. 
● Deleting blocks. 
● Compressing the memory on the programmable controller. 
A block represents a loadable area on a programmable controller. The block management 
services can be used with organization blocks (OB), function blocks (FB), functions (FC), 
data blocks (DB), and system data blocks (SDB). 
A block can, for example, be uploaded from an S7 CPU to a PC by an S7-OPC application 
and vice versa. On the PC, the blocks are stored in files. 
The block name is unique within the S7-CPU. The maximum amount of data is limited 
depending on the specific CPU. The blocks are therefore divided into separate segments 
that are transferred sequentially. 
A block transferred to a programmable controller is stored in a buffer. This means that the 
block is not yet available for an S7 program. Although the block is visible in the list of data 
blocks that can be viewed using the online functions of STEP 7, the block cannot be opened. 
This is only possible after the block has been linked into the list of active blocks. 

Example of an Application with S7 Block Management Services 
Blocks programmed or created with STEP 7 are transferred to a programmable controller 
from a programming device during commissioning. These blocks, in the example 
DB_red_car.dbf, DB_green_car.dbf, ... are stored as DB1, DB2, ... in the program memory. 
An S7-OPC application can upload these blocks during operation and save them locally as 
files DB_red_car.dbf, DB_green_car.dbf,.... A PC controller can therefore download and 
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delete blocks and influence the execution of the program, for example by replacing DB1 
(DB_red_car.dbf) with another data block (DB_blue_car.dbf) that then becomes DB1. 

STEP 7
programming
system

S7 OPC
application

S7-CPU

DB_red_car
DB_green_car

DB_blue_car

DB1
DB2
DB3

Upload

DB_red_car.dbf
DB_green_car.dbf

DB_blue_car.dbf

Modify block 
(download and 
link)

 
Figure 2-25 Example of S7 Block Management Services 

 

What are the advantages and disadvantages of the S7 block management services? 
Using the S7 block management services has the following advantages: 
● Access (read/write/delete) to the loadable area of an automation system. 
 
Using the S7 block management services has the following disadvantages: 
● The amount of data is restricted to the specific CPU and must therefore be transferred 

sequentially. 
 

What can the S7 event service do?  
The S7 event service allows the messages of a programmable controller to be received. 
Using the service, interrupts and disturbances can be signaled.  
For detailed display of interrupts on the PC, they can be sent along with up to 10 associated 
values. Interrupts are exceptional events and are triggered by the programmable controller. 
They are buffered and cannot be lost. 
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What are the advantages and disadvantages of the S7 event service? 
The use of the S7 event services has the following advantages: 
● Messages are buffered and cannot be lost. 
● Up to 10 associated values can be transferred with an interrupt. 
 
The use of the S7 event services has the following disadvantages: 
● A program must be created on the controller to generate the messages. 
● Only a limited number of data types are supported for associated values. 

What can the S7 security service do?  
The S7 security service regulates access to S7 connections. This allows transfer of a 
password for legitimization and therefore canceling of a level of protection on a connection. 
Three levels of protection can be activated for the block management services with an S7 
automation system using the STEP 7 configuration tool: 
● Protection based on the keyswitch setting 
● Write protection 
● Write and read protection 
By transferring the correct password, all the levels of protection above can be canceled for 
the current connection. 

What are the advantages of the S7 security service? 
The use of the S7 security services has the following advantages: 
● Access control for connections 
● Access control by the keyswitch can be canceled 

What can the S7 server services do? 
The PC station becomes S7 server: 
● A data block DB1 with a size of 65535 bytes is available. 
● The partner (for example an S7 station or PC station) can read or write the values of the 

data block with the PUT and GET S7 services. 
● A client of the PC station can read or write the values of the data block over an S7 

connection "@LOCALSERVER". 
● Data consistency is guaranteed if there is simultaneous access. 
● Even after a restart on the PC station, the values in the date block are retained 

(permanent data). 
● The number of the data block can be queried and displayed locally and remotely. 
 



SIMATIC NET in Industrial Communications  
2.8 The S7 Protocol 

 Industrial Communication with PG/PC Volume 1 - Basics 
58 System Manual, Release 06/2008, C79000-G8976-C172-08 

Example of an Application with S7 Server Services 
An S7 client could, for example, be an S7-200 station that wants to report status data to the 
PC station without the station continuously polling the status data. It then writes status 
values to the data block (occasionally). A local client on the PC station can be informed of 
the changes to the status values. Continuous polling of the status values on the S7 station is 
therefore avoided. 
 

What are the advantages and disadvantages of the S7 server services? 
Using the S7 server services has the following advantages:  
● Relieves the S7 station of the need to access data cyclically when monitoring variable 

changes. 
● Data consistency and permanence. 
The use of the S7 server services has the following disadvantages:  
● Only one data block is available. No bit memory, outputs, counters, or timers 
● An S7 application is necessary to transfer the data when necessary. 
A local client must be active on the PC station to activate the S7 server services. 

2.8.5 Fault-tolerant S7 connections - what are they? 

Fault-tolerant S7 connections are as follows 
A standard S7 connection is established over a simple (non-redundant) connection path 
(CP-network-CP). A fault-tolerant connection, on the other hand, consists of at least two 
redundant connection paths. 
Monitoring and synchronization mechanisms ensure that if the active redundant connection 
path fails, the passive (redundant) connection path takes over the communication 
automatically. The connection itself remains established.  
It is only possible to switch over to the redundant path if an interruption is detected on the 
cable used for the previously active path. The time within which a wire break is detected is 
less than one second with active data traffic on this connection path. After the wire break is 
recognized, the sections of the protocol specifically designed for fault-tolerant 
communication are executed. Depending on the number of productive connections 
established and used on the PC, this sequence can take longer than one second. 
The redundancy of the fault-tolerant connection is scalable and can be increased by 
increasing the number of CPs and the number of networks used. 
The following S7 connections can be configured: 
● Fault-tolerant connections on 2 paths 
● Fault-tolerant connections on 4 paths 
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What are the properties of a fault-tolerant connection over 2 paths? 
This fault-tolerant S7 connection has two communication paths. The failure of one 
component leads to an automatic failover to the other redundant communication path. 
 

What happens if the reserve CPU fails? 
If the reserve CPU of an H system fails, a pause of several seconds can occur in 
communication with the master. 
 

How does a system configuration appear with a fault-tolerant connection over 2 paths? 
Two-path communication can, for example, be structured with the following components: 
● SIMATIC H station, two racks each with a CP 
● Two networks 
● PC station with two CPs 

Communication path 1

Communication path 2

Network 1

Network 2

CPU
417

CP
443-1

CP
443-1

CPU
417

Rack 0 Rack 1

SIMATIC H Station

CP 1
1613

CP 2
1613

SIMATIC PC Station

 
Figure 2-26 Example of 2-Path Redundancy 
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What are the properties of a fault-tolerant connection over 4 paths? 
This fault-tolerant S7 connection has four communication paths. If, for example, rack 0 and 
network 2 fail, rack 1 and network 1 automatically take over the tasks. 

How does a system configuration appear with a fault-tolerant connection over 4 paths? 
Fault-tolerant communication on four paths with increased redundancy can be structured, for 
example, with the following components: 
● SIMATIC H station, two racks each with two CPs 
● Two networks 
● PC station with two CPs 

Communication path 1

Communication path 2

Network 1

Network 2

Communication path 3

Communication path 4

CPU
417

CP 1
443-1

CP 1
443-1

CPU
417

Rack 0 Rack 1

SIMATIC H Station

CP 1
1613

CP 2
1613

SIMATIC PC Station

CP 2
443-1

CP 2
443-1

 
Figure 2-27 Example of 4-Path Redundancy 

 

What are the advantages and disadvantages of fault-tolerant S7 connections? 
The major advantage of using fault-tolerant S7 connections is that the failure of an individual 
component can be compensated. 
The disadvantages of fault-tolerant S7 connections are, however, the additional costs and 
additional resources required. 
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2.8.6 S7 protocol - how is it configured? 

The S7 protocol is configured as follows 
Before communication is possible with the S7 protocol, connections must be configured. This 
is done with the SIMATIC STEP 7 configuration tool. Connections between the 
communication partners are configured with the NetPro user program. The configured 
connections are identified by a unique connection name specified during configuration. Two 
connection types are predefined for the S7 protocol:  
● S7 connection: Connection over PROFIBUS or Ethernet 
● Fault-tolerant S7 connection: Connection over redundant connection paths 
 
Parameters must be set for every configured connection. When the connection is created, 
the configuration tool sets default values for these parameters that can be adopted by the 
user unmodified. The essential parameters are: 
● The service access point of the transport layer (TSAP). 
● Type of connection: 

– S7 connection over PROFIBUS 
– S7 connection over Ethernet using the TCP/IP protocol 
– S7 connection over Ethernet using the ISO transport protocol 

 

What are the special features of configurations with fault-tolerant connections? 
Just as with simple S7 connections, the SIMATIC STEP 7 configuration tool with the NetPro 
user program is also available for fault-tolerant S7 connections. The particular feature of 
fault-tolerant connections is, however, that the connection type "S7 connection fault-tolerant" 
must be selected and the "Enable max. CP redundancy" property must be activated. You 
should also remember that special properties must also be configured for the CPs used. 
 

What are unconfigured S7 connections? 
Normally, connections to partner devices are specified in a configuration. This is done with 
the SIMATIC STEP 7 configuration tool. There are, however, applications in which data, for 
example, must be read by a partner device or in which variables must be written or 
monitored. It is possible to implement this task without configuration so that even third-party 
software can access communication variables with no considerable effort. 
 

What are the requirements for using unconfigured S7 connections? 
To allow access to a device without configuration, all the communication-relevant data of the 
partner device must be known. Among other things, these include the connection name, the 
access point (CP selection), the remote TSAP, and the station address. 
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What are the advantages and disadvantages of unconfigured S7 connections? 
The advantage of using unconfigured S7 connections is that faster access to partner devices 
is possible. 
The disadvantage of using unconfigured S7 connections is that all communication-relevant 
information about the partner device must be known. In addition to this, no buffer 
send/receive services are available for unconfigured connections. 
 

2.8.7 S7 protocol - what are the advantages and disadvantages? 

The advantages of the S7 protocol are as follows 
Using the S7 protocol has the following advantages: 
● All services are available without restrictions over PROFIBUS and Ethernet. 
● Access to partner devices without programming partner. 
● Access control by password. 
● Access (read/write/delete) to the loadable area of an automation system. 
● Alarms are buffered and cannot be lost. 
 

The disadvantages of the S7 protocol are as follows 
The use of the S7 protocol has the following disadvantages: 
● Vendor-dependent, the S7 protocol is implemented only within the SIMATIC S7 

spectrum. 
● Not compatible with S5 communication. 
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2.9 The SNMP Protocol 

2.9.1 SNMP protocol - what is it? 

The SNMP Protocol 
The SNMP Protocol (Simple Network Management Protocol) is a UDPbased, open protocol 
for managing networks. It allows central network management for many network 
components, such as routers, bridges, hubs, printers, servers, and workstations. The primary 
aims of SNMP are to reduce the complexity of the management functions and the 
transparent exchange of information or data between different network components. The 
SNMP protocol supports the monitoring, control, and management of any SNMP-compliant 
network components. 
 

2.9.2 SNMP protocol - what does a typical system configuration look like? 
The following section shows how a typical system configuration might appear in Ethernet in 
which the data communication is implemented between various devices using the SNMP 
protocol. 

Example of a System Configuration for the SNMP Protocol in Ethernet 
For communication with the SNMP protocol over Ethernet, the SIMATIC NET spectrum 
includes only communication modules for PCs and workstations. The communication 
modules CP 1612 or CP 1613 are used. Other SNMP-compliant modules in the SIMATIC 
NET spectrum are the switches OSM ITP62 or ESM ITP80 (SCALANCE S). The 
configuration can be expanded with any SNMP-compliant network components, including 
those from other vendors. 
 



SIMATIC NET in Industrial Communications  
2.9 The SNMP Protocol 

 Industrial Communication with PG/PC Volume 1 - Basics 
64 System Manual, Release 06/2008, C79000-G8976-C172-08 

 
Figure 2-28 Typical System Configuration for Ethernet 

 

2.9.3 SNMP protocol - how does it work? 

How the SNMP Protocol Works 
The SNMP protocol works according to the client-server model. The SNMP agent operates 
as a server on an administered network component, manages the available data, and 
controls the network component. The SNMP manager functions as a client and can 
exchange data with, monitor and even configure the SNMP agent using various SNMP 
services.  
 

How does the SNMP protocol access data? 
The SNMP agent manages the available data in a MIB (Management Information Base). The 
MIB is a type of table in which all the data is stored in a structured form. The SNMP manager 
can read out the MIB of the agent using SNMP services and therefore access specific data 
required in the SNMP manager or data that needs to be overwritten on the SNMP agent.  
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2.9.4 SNMP protocol - which communication services are available? 

The SNMP protocol provides the following communication services 
For communication between an SNMP manager and an SNMP agent, the SNMP protocol 
basically provides five communication services.  
● Get Request: With the "get request" service, the SNMP manager requests data from the 

SNMP agent that the agent manages in its MIB. 
● Get Next Request: The "Get Next Request" service allows access by the SNMP manager 

to the next data on the SNMP agent. 
● Get Response: The "get response" service is the reply to "get request" or "get next 

request" and is always sent by the SNMP agent to the SNMP manager. 
● Set Request: To write data to the SNMP agent, the SNMP manager uses the "set 

request" service. 
● TRAP: Special data can be sent unsolicited and event-driven by the SNMP agent to the 

SNMP manager. The SNMP agent then uses the "trap" service. 

2.9.5 SNMP protocol - how is it configured? 

The SNMP protocol is configured as follows 
Prior to communication with the SNMP protocol, the system configuration of all SNMP-
compliant partner devices must be configured. Here, either the SIMATIC NCM configuration 
tool is used or optionally SIMATIC STEP 7. The HW Config user program is used to specify 
several parameters for the SNMP-compliant partner device that uniquely identify the device. 
The parameters to be configured are:  
● Name of the device: Unique, technologically relevant name 
● Address of the device: IP address on Ethernet 
● Device profile: Describes the structure of the device information available over the SNMP 

protocol 

2.9.6 SNMP protocol - what are the advantages and disadvantages? 

The advantages of the SNMP protocol are as follows 
The SNMP protocol as the following advantages: 
● Open protocol supported by many vendors. 
● Is found widely in Ethernet networks. 
● Many different network components are available, for example switches, printers, PCs, 

network adapters. 
● Communication is event-driven, therefore little network load. 
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The disadvantages of the SNMP protocol are as follows 
The SNMP protocol has the following disadvantages: 
● No diagnostic protocol and therefore no network diagnostics possible. 
● No statistics available. 
● No parameter assignment possible. 
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2.10 Communication with PROFINET CBA 

2.10.1 PROFINET CBA - what is it? 

This is PROFINET CBA 
Within the framework of Totally Integrated Automation (TIA), Component based Automation 
(PROFINET CBA) is an automation concept for the implementation of modular applications 
based on the PROFINET component model in the open PROFINET standard. 
Normally, automation systems consist of several subunits that act largely independently and 
that coordinate themselves with a restricted number of signals for synchronization, control of 
sequences and exchange of information. The PROFINET component model is based on 
such technological modules, known as PROFINET components. Each PROFINET 
component consists of a combination of mechanical parts, electronic parts, and user 
program; in other words of parts belonging to an intelligent functional unit. PROFINET CBA 
allows you to use these complete technological modules as standardized automation 
components in large systems.  
The engineering of distributed automation systems distinguishes between the programming 
of the control logic of the individual technological modules (vendor-specific configuration) 
and the technological configuration of the entire system by PROFINET CBA in which 
communication relations between the PROFINET components are specified. 

 
Figure 2-29 Previous Automation Concept 
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Industrial Ethernet

Engineering
Human-Machine 
Interface

Mechanical + 
electrical + electronic 
user program

PROFIBUS

Intelligent 
field devices

IE/PB Link

 
Figure 2-30 New Modular Concept with Distributed Intelligence 

2.10.2 PROFINET CBA - what does a typical system configuration look like? 

Example of a System Configuration for PROFINET CBA 
The following section explains how a typical system configuration appears with the 
PROFINET component model and therefore with Component based Automation. The section 
will make clear which options and flexibility are available with PROFINET CBA. 
PROFINET is shown with Industrial Ethernet with which PROFINET components with 
various structures are interconnected. 
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Figure 2-31 Typical System Configuration According to the PROFINET Component Model 

 

Table 2- 3 Description of the Individual PROFINET Components 

PROFINET 
Component 

Description 

1 The S7 device is configured as a separate PROFINET component.  
2 / 3 With the proxy functionality of the IE/PB Link, the ET 200S device is represented 

as a separate PROFINET component on Ethernet. 
4 This PROFINET component consists of a PROFIBUS master, namely the S7-300 

device and the slave devices connected to PROFIBUS. 
5 This PROFINET component consists of several PROFINET devices. The S7-300 

device represents an IO controller assigned to the ET 200S device as an IO 
device. The PROFIBUS slave devices connected to PROFIBUS by the IE/PB Link 
are also represented transparently on Ethernet as PROFINET devices of the type 
IO device.  

6 A PROFINET CBA OPC server runs on the PC as an operator control and 
monitoring station. Communication is implemented over Ethernet CPs. Extended 
S7 communication is possible over Softnet IE S7. The configuration is achieved by 
exporting symbols from iMAP. 
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2.10.3 PROFINET CBA - how does it work? 

How PROFINET CBA Works 
PROFINET CBA is based on the PROFINET component model. Within an automation 
system, each PROFINET component defines a subfunction in which the mechanical parts, 
electronic parts, and control logic of plant devices are combined. This means that the 
PROFINET component represents a technological module in the system configuration. Each 
PROFINET component has an interface that contains the technological variables that can be 
exchanged with other components.  
The PROFINET components are modeled using standardized, Windows-based COM 
technology. COM is a further development of object orientation and allows the development 
of applications based on predefined components. The main characteristic of the components 
is that they are self-contained units that can have relations with other components. The 
components can be combined flexibly like blocks and can be used again easily regardless of 
the internal implementation. The mechanisms for accessing the component interface are 
defined in PROFINET 

Which protocols are used in PROFINET CBA? 
In the component view, DCOM (Distributed COM) is specified as the common application 
protocol on the basis of TCP/IP for communication between PROFINET components. DCOM 
is an expansion of COM (Component Object Model), in in other words, and object model for 
distributed object communication in a network. DCOM is based on the standardized RPC 
protocol. Apart from access by the engineering system (for example downloading 
interconnections, reading diagnostic data, and device parameter assignment and 
configuration), data is also exchanged between components using DCOM in the PROFINET 
component model. It is not, however, absolutely necessary to use DCOM. As an alternative, 
the real-time channel is also available for data transmission in which the RT or IRT protocol 
is used.  

2.10.4 PROFINET CBA - which communication services are available? 

PROFINET CBA provides the following communication services 
For communication with PROFINET CBA components, PROFINET CBA effectively provides 
3 communication services.  
● Synchronous Writing and Reading of Variables: With this service, a CBA client, for 

example an OPC server function as an operator control and monitoring station, can read 
variables from a PROFINET component or write variables to the component. With 
synchronous reading and writing of variables, not only their values are transferred, but 
also the quality (GOOD, BAD, UNCERTAIN, ...) of the values. 

● Change-controlled monitoring: A CBA client can log on at a PROFINET CBA component 
for change-controlled monitoring of variables using this service. Following the logon, the 
PROFINET CBA component automatically sends the variable values that have changed. 
A configured update time for each variable guarantees updating of the variable values 
within this time if they have changed. 
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● Connection monitoring: With the "connection monitoring" service, a CBA client can 
monitor the connections to various PROFINET CBA components using IP mechanisms 
(for example PING) and request the latest diagnostic information on these connections at 
any time. 

 

2.10.5 PROFINET CBA - how is it configured? 

PROFINET CBA is configured as follows 
PROFINET components are specific to their vendors. The vendor decides which functions 
the PROFINET component provides and whether it involves one or more devices. In 
SIMATIC NET, the SIMATIC STEP 7 configuration tool is available for this. The PROFINET 
components themselves are created with the PROFINET Interface Editor user program. The 
PROFINET component provides all information required for further configuration of the 
system.  
System configuration can involve components from different vendors. In SIMATIC NET, the 
iMap user program is used. With this engineering concept, PROFINET components of 
different vendors can be integrated in a system and interconnected with other components. 
When PROFINET components are interconnected, a communication relation is specified and 
functions and data can be exchanged within its framework. 
To configure a PC, for example on which a PROFINET CBA OPC server runs, symbols are 
exported from iMap. This provides the OPC server with information on all the PROFINET 
components configured in the system.  
 

 
Figure 2-32 Interconnecting PROFINET Components 



SIMATIC NET in Industrial Communications  
2.10 Communication with PROFINET CBA 

 Industrial Communication with PG/PC Volume 1 - Basics 
72 System Manual, Release 06/2008, C79000-G8976-C172-08 

2.10.6 PROFINET CBA - what are the advantages? 

The advantages of PROFINET CBA are as follows 
PROFINET CBA has the following advantages: 
● Investment protection 
● Straightforward system expansion 
● Minimizes costs of installation, engineering, and commissioning 
● Coexistent use of real-time and TCP-based communication on one cable 
● Uniform real-time protocol for communication between PROFINET components 
● Scalable real-time communication from powerful to high-performance and isochronous 
● Standardized communication between PROFINET components allows integration of 

components of different vendors 
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2.11 Communication with PROFINET IO 

2.11.1 PROFINET IO - what is it? 

This is PROFINET IO 
PROFINET IO is an automation concept for implementing modular and distributed 
applications on Industrial Ethernet. With PROFINET IO, the distributed I/O and field devices 
are integrated into Ethernet communication. The normal IO view of PROFIBUS DP is used in 
which non time-critical user data of the field devices is transferred cyclically or time-critical 
data is transferred in a real-time channel to the process image of an automation system.  
PROFINET IO describes a device model oriented on the fundamentals of PROFIBUS DP 
and that is based on slots and channels (subslots). The engineering of PROFINET IO is also 
the same as in PROFIBUS DP and is therefore familiar to system integrators. The distributed 
field devices are assigned to a programmable controller in the configuration and are known 
as PROFINET devices.  
 

 
Figure 2-33 Integration of PROFIBUS in Ethernet Communication 
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2.11.2 PROFINET IO - what does a typical system configuration look like? 

Example of a Plant Configuration for PROFINET IO 
The following section illustrates how a typical system configuration with PROFINET IO might 
appear. The section will make clear which options and flexibility are available with 
PROFINET IO. 
We will introduce an Industrial Ethernet network to which PROFINET devices of the type IO 
controller and IO device are connected. A PROFIBUS segment will also be integrated as a 
bus subsystem over an IE/PB Link. 

PROFIBUS

Ethernet

S7-400 +
CP443-1 PN

S7-300 +
CP343-2

S7-300 +
CPU317 PN

PN IO OPC server
+ Softnet PN IO

IE/PB Link

ET 200S

ET 200B ET 200X

(1)

(4) (5)

(2) (3)

 
Figure 2-34 Typical System Configuration with PROFINET IO 

 

Table 2- 4 Description of the Individual PROFINET Devices 

PROFINET 
devices 

Device Type Description 

1 IO controller The CP, for example the Ethernet CP 1616, in the PC is a 
PROFINET IO controller and communicate with various IO 
devices. A PN IO OPC server, for example, or a PN IO 
application runs on the PC.  

2 IO controller The S7-300 device operates as an IO controller and 
communicates with various IO devices. 

3 IO controller The S7-400 device operates as an IO controller and 
communicates with various IO devices. 
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PROFINET 
devices 

Device Type Description 

4 IO device In the sense of PROFINET IO, the IE/PB Link has a proxy 
functionality and represents each underlying PROFIBUS 
device transparently as a PROFINET IO device on Ethernet.  

5 IO device The ET 200S device operates as an IO device and is 
assigned to an IO controller. 

2.11.3 PROFINET IO - how does it work? 

How PROFINET IO Works 
PROFINET IO integrates the distributed I/O on Industrial Ethernet. Controller and device 
work according to the provider-consumer model, in which the provider creates and sends 
data that the consumer receives and processes. The controller-device principle can be 
compared with the master-slave principle familiar from PROFIBUS DP.  
From the perspective of communication, all PROFINET devices have equal rights on 
Ethernet. Each device is assigned a type during configuration, that specifies how 
communication is handled according to the provider-consumer model. 
The following three device types are distinguished in PROFINET IO: 
● The IO controller 

The IO controller is a programmable controller on which an automation program runs or a 
CP in a PC on which, for example, an OPC server is implemented.  

● The IO device 
The IO device is a distributed field device assigned to an IO controller.  

● The IO supervisor 
The IO supervisor is a PC/PG with commissioning and diagnostic functions.  

 
Data can be exchanged between the IO controller and IO device on the following channels: 
● Cyclic user data over the real-time channel 
● Event-driven interrupts over the real-time channel 
● Acyclic reading and writing of data records, parameter assignment, and configuration as 

well as reading diagnostic information over the standard channel (NRT channel) on the 
basis of UDP/IP 
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Figure 2-35 Principle of Communication between the IO Controller and IO Device 

At the start of communication between the IO controller and IO device, an application 
relation is set up on the UDP/IP channel. This contains several communication relations 
according to the above-mentioned channels for transfer of configuration data, user data, and 
interrupts. 
An application relation is also set up for communication between the IO controller and IO 
supervisor. Here, the UDP/IP channel is used to transfer diagnostic data and for upload and 
download functions.  
Communication from the IO supervisor to the IO device is also based on a UDP/IP channel 
within the framework of an application relation. Apart from diagnostic data, status information 
and parameter data are also transferred. 
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Figure 2-36 Range of Functions of PROFINET IO 
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Which protocols are used in PROFINET IO? 
In PROFINET IO, at the beginning of communication between PROFINET IO devices, 
UDP/IP is used to initiate data exchange, to assign parameters to the distributed field and IO 
devices, and for diagnostics. The RPC protocol is used as the application protocol. The RPC 
protocol (Remote Procedure Call) is a protocol that allows the implementation of distributed 
applications in a network. It also allows access by HMI stations or engineering systems 
acting as IO supervisors to PROFINET IO devices. To transfer the user data and interrupts, 
the PROFINET real-time channel is then used.  
In a typical PROFINET IO configuration, there is one IO controller that exchanges data 
cyclically over the communication relations with several distributed field devices, the IO 
devices. In each cycle, the input data is sent by the assigned field devices to the IO 
controller and in the opposite direction, the output data is returned to the corresponding field 
devices. The communication relation is monitored by monitoring the arrival of cyclic data. If 
information that is expected cyclically does not arrive, the IO controller recognizes that the 
corresponding IO device has failed. 

2.11.4 PROFINET IO with Isochronous Real-Time Communication (IRT) 

Performance of the three levels of von PROFINET IO 
Compared with communication over TCP/UDP and IP, the update times in RT 
communication are reduced by the omission of several protocol layers (layers 4-6 of the 
ISO/OSI reference model). 
By using VLAN priorities, prioritized real-time frames are also transferred in RT 
communication. The higher priority of the real-time frames compared with the TCP/UDP data 
and the reduced storage times on the switches speed up transfer even more. The real-time 
capability of communication in PROFINET IO with update times less than 10 ms is enhanced 
by yet another level for the high demands of motion control applications. 
Isochronous real-time communication (IRT) was defined specially for the area of motion 
control. In IRT communication, update times of <1 ms can be implemented thanks to further 
features implemented in addition to the prioritization of the frames and shorter storage times 
on the switches. These are described below.  
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Figure 2-37 Comparison of the Update Times of IRT, RT, and TCP/IP Communication 

What is isochronous real-time communication? 
The high performance of IRT is achieved by three main features: 
● The division of the transfer cycle into two intervals 
● The isochronous transfer achieved by synchronizing nodes 
● The time- and route-related planning of communication 

The two intervals of the IRT transfer cycle 
To allow prioritized transfer of the real-time frames within fixed time slots, the transfer cycle 
has been divided into two intervals: 
● A deterministic IRT channel for the real-time frames 
● An open, non time-critical channel for TCP/UDP and RT communication 
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Figure 2-38 Structure of a transfer cycle when using the IRT channel 

 
The real-time IRT frames are assigned to the deterministic interval that is reserved 
exclusively for the transfer of this data. 

Time Synchronization with IRT 
The individual cycles of IRT communication are time-synchronized to allow the isochronous 
transfer of the IRT frames and consequently the extremely short cycle times. 
For the time-synchronization of the nodes involved in an IRT synchronization domain, a 
synchronization master is configured that distributes synchronization frames. Devices that 
are synchronized with the time base of the synchronization master are known as 
synchronization slaves. The sync master and the sync slaves together form an IRT sync 
domain. Compared with a domain, an IRT synchronization domain contains only PROFINET 
devices with IRT. 

How does a user program access isochronous process data? 
Within the open interval, the user program accesses process data and the data configured 
for IRT communication is transferred over the IRT channel during the next deterministic 
interval. This achieves consistent data transfer. 
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Figure 2-39 Time Synchronization of the Transfer Cycles in IRT Communication 

After the IRT frames have been sent, the user interface outputs a "StartOP" message (Start 
Operation) at the end of the IRT interval. 
After the "StartOP" message, the user program can perform its cyclic control tasks during the 
open interval. During the open interval, the non time-critical NRT frames and the RT frames 
can be transferred over the open channel. 
At the end of the program cycle, the user program outputs a "OPDone" confirmation. The 
"OPDone" confirmation must be signaled before the start of the new cycle. 
The duration of the deterministic interval is specified during configuration. 

The Time- and Route-related Planning of IRT Communication 
IRT communication is set up using Siemens configuration tools: 
The shortest transfer cycles can be implemented by planning the communication paths 
between the individual partners. To achieve this, the connections between the individual IO 
devices and the IRT switches within the path are configured in a topology planning phase in 
which the cable length must be taken into account. The shortest possible cycle is calculated 
by the configuration tool based on the transfer times between the nodes. 

Hardware Requirements for IRT Communication 
For isochronous data transfer with cycle times less than  1 ms with a jitter of the consecutive 
cycles of 1 μs, special IRT ASICs are required in the controllers and devices as well as in the 
switches between them. 
Siemens offers various components that allow high-performance IRT communication based 
on the Ethernet ASICs ERTEC 200 and ERTEC 400: 
● The CP 1616 communications processor with IO-Base software 
● The SCALANCE X204IRT and X202IRT switches 
● Further components are in development. 
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2.11.5 PROFINET IO - which communication services are available? 

PROFINET IO provides the following communication services 
PROFINET IO provides several communication services for communication between a 
PROFINET IO controller and a PROFINET IO device. A distinction is made between 
initialization services and productive services. The initialization services are: 
● IO Controller Status: With the "IO Controller Status" service, the IO controller can query 

and change its own status. The statuses CLEAR, OPERATE, and OFFLINE are defined 
for IO devices. 

● Activate IO device: The "Activate IO device" service allows the IO controller to set the IO 
device to the active state. 

● Deactivate IO device: The "Deactivate IO device" service allows the IO controller to set 
the IO device to the inactive state. 

 
The productive services are: 
● Read IO data: With the "Read IO data" service, the IO controller reads the cyclic input 

data of the IO device. At the same time, remote status information (provider status) is 
read from the IO device and the local status information (consumer status) is transferred 
to the IO device. 

● Write IO data: With the "Write IO data" service, the IO controller modifies the output data 
sent to the IO device cyclically. At the same time, local status information (provider 
status) is transferred to the IO device. 

● Receive and acknowledge interrupts: With the "Receive and acknowledge interrupts" 
service, the IO controller receives interrupt information from the IO device and can 
acknowledge this to the IO device. 

● Read/write data record: With this service, the IO controller can communicate acyclically 
with the IO device. The IO controller reads data records from the IO device or writes data 
records to the IO device. 

2.11.6 PROFINET IO - how is it configured? 

PROFINET IO is configured as follows 
To allow communication with PROFINET IO, each PROFINET IO device must be configured. 
Here, either the SIMATIC NCM configuration tool is used or optionally SIMATIC STEP 7. 
The HW Config user program is used to configure each PROFINET IO device as an IO 
controller and/or an IO device. This specifies the way in which communication takes place 
over Ethernet. 
Parameters must be set for every PROFINET IO device. When the device is created, the 
configuration tool sets default values for these parameters that can be adopted by the user 
unmodified. The essential parameters are: 
● The update time 
● Addresses with which the devices can be accessed 
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Points to Note when Configuring IRT Communication 
When configuring time-based IRT communication, not only the nodes communicating over 
the IRT channel but also the addresses of the switches between them must be configured. 
The controller automatically transfers the planning data to the switches when they start up to 
allow the transfer lists to be created. 
The PROFINET devices with IRT within an IRT synchronization domain can belong to a 
single or several IO systems. What is important, however, is that all PROFINET devices with 
IRT configured within an IO system belong to only one IRT synchronization domain. IRT 
synchronization domains must not overlap. Connections to PROFINET devices of a different 
IRT synchronization domain are only permitted over PROFINET devices or ports without IRT 
support. 
An IRT synchronization domain may only contain switches with IRT support, no standard 
switches. 
The assignment of individual data packets to the open NRT channel or to the RT or IRT 
channel is also made using the configuration tools mentioned above. 

2.11.7 PROFINET IO - what are the advantages? 

The advantages of PROFINET IO are as follows 
Using PROFINET IO has the following advantages: 
● Investment protection 
● Straightforward system expansion 
● Minimizes costs of installation, engineering, and commissioning 
● Vertical integration of the levels of the automation pyramid through the integration of 

PROFIBUS 
● The configuration limits of PROFIBUS are expanded while at the same time achieving 

higher performance 
● Coexistent use of real-time and TCP-based communication on one cable 
● Scalable real-time communication from powerful to high-performance and isochronous 
● Standardized communication between PROFINET devices 
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Basics of the OPC Interface 3
 

Overview 
The following section provides you with an overview of the basics of OPC and the 
applications of OPC in SIMATIC NET. 
It answers questions on the basics of OPC, helps to familiarize you with the terminology of 
OPC, and provides you with explanations of the individual terms. It briefly outlines the 
benefits of using OPC with SIMATIC NET, mainly the OPC Scout, symbols, and data OCX. It 
provides you with a brief look at the specifications for access to process data over variables 
(OPC Data Access), the transfer of process alarms and events (Alarms & Events) and 
access to the Internet (OPC XML). 
The properties of the OPC Unified Architecture (OPC UA) specification are also described. 
You will also learn about the performance of OPC. 
Once you have read the information in this section, and with the detailed information on the 
use of OPC in Volume 2 of this manual, you should not encounter any difficulties. 

http://www.efesotomasyon.com/html/siemens/siemens.html
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3.1 Introduction to OPC 

3.1.1 OPC - what is it? 
OPC is a vendor-independent software interface that allows data exchange between 
hardware and software from different vendors. 

What does the acronym OPC stand for? 
OPC means "OLE for Process Control". 

What does the acronym OLE stand for? 
OLE means "Object Linking and Embedding", the technique of embedding objects in 
documents. 

What does the acronym COM stand for? 
COM means "Component Object Mode" and is a requirement for the use of OPC. A more 
precise definition of OPC might be "COM for Process Control", since OPC is based on the 
Component Object Model (COM).  

What can OPC do? 
Putting it simply, "OPC covers everything". 
Before OPC, it took a lot of effort to control the hardware of different vendors using software 
applications. There were numerous different systems and protocols. For each vendor and 
each protocol, a user had to use special software to access the specific interfaces and 
drivers. This meant that user programs were dependent on the vendor, protocol, or system. 
OPC on the basis of COM or DCOM as a uniform and vendor-independent software 
interface has revolutionized data exchange in automation engineering. 
The following schematic provides you with an overview of the performance and flexibility of 
OPC. You will meet the individual components in the rest of this manual where they are also 
explained. 
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Figure 3-1 System Integration with OPC Server 

3.1.2 OPC interface - what does it do? 
The OPC interface is part of the software running on a PC as the platform for operator 
control and monitoring systems or other applications. It is therefore below the user programs. 
As an industrial standard, OPC defines the exchange of information for different applications 
in an industrial environment. 

Which principle is the OPC interface based on? 
The applications of the OPC interface are based on a client-server model. A component 
acting as server provides services to another component over interfaces. Another 
component uses these services as the client. An application can detect which OPC servers 
exist in a system. It can address one or more of these servers and check which services are 
provided by the server. Since several different OPC clients can access the same OPC server 
at the same time, the same data source can be used for all OPC-compliant applications.  
Manufacturers of modules that supply process data (communications systems, measuring 
devices etc.) provide an OPC server for their module that then handles the interfacing to the 
relevant data source. 

OPC handles these tasks 
Working at a PC, you can monitor, call up, and process system data and events of the 
automation systems over the OPC interface.  
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What does the OPC interface include? 
The OPC Foundation has been creating specifications for the OPC interface since 1996. 
Currently, the following specifications exist for automation engineering: 
● For data exchange based on process variables: Data Access 
● For servicing alarms and events: Alarms & Events 
● For data exchange including over the Internet: Data Access XML 
● For horizontal data exchange between OPC servers: Data Exchange 
● For working with recipes: Batch 
● For access to archived data: Historical Data Access 
● For the pooling of many OPC specifications: OPC Unified Architecture 
As the interface to systems in industrial communication, the SIMATIC NET OPC server 
provides the functionality of Data Access, Alarms & Events, Data Access XML and Unified 
Architecture. 

3.1.3 OPC server - what is it? 
The OPC interface is based on the principle of co-operation between an initiating process 
(sends requests, issues jobs) and a responding process (processes requests and jobs) - 
client and server. 

OPC Server 
OPC components that supply data are called OPC servers. They implement the interfacing 
to existing communication systems. Apart from services, they provide information from 
various data sources for the OPC client; these can be hardware-driven data sources or 
software components. The data is required, for example, from interfaces, fieldbus cards, 
measuring devices, or controllers. Each OPC server has a unique name to identify it. 

Where do the server names come from (ProgID)? 
Each OPC server has a unique name assigned by the vendor to identify it. According to the 
COM standard, these names are called ProgIDs. Using the ProgIDs, you can address 
individual OPC servers specifically. 

Which server types exist? 
There are three types of OPC server. Depending on how they are integrated in the 
communication system, they are known as follows: 
● Local server (out-process server) 

(This server is located on the local computer)  
● Remote server (out-process server) 

(This server is located on another computer in the network)  
● In-process server 

(This server allows higher performance)  
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The provider of an OPC server specifies whether the server is an in-process server or a local 
server. Operation as a remote server is configured by the user. 
The syntax of the method calls is the same for all three server types. 
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Figure 3-2 OPC Server 

3.1.4 OPC client - what is it? 
The OPC interface is based on the principle of co-operation between an initiating process 
(sends requests, issues jobs) and a responding process (processes requests and jobs) - 
client and server. 

This is an OPC client 
OPC components that use an OPC server as data source are called OPC clients.  

Can you buy OPC clients? 
OPC clients are available as standard software. Software modules are also available that 
you can combine to suit your own purposes and create a functioning client.  

Can I create my own OPC clients? 
To meet the individual requirements of your system ideally and to achieve the best possible 
performance, you can create your own OPC clients in various programming languages (for 
example Visual Basic, C, C++, and C#). 

Which properties must be taken into account? 
Some properties of OPC servers (for example variable names) are not defined by the OPC 
standard, but depend, for example, on the properties of the automation system or plant and 
are specified by the vendor. To allow OPC clients to operate problem-free with different OPC 
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servers, the selection of variables or symbols should be kept flexible when programming. 
This means that an application can be used more than once in various situations. 

3.1.5 Server and client - how do they work together? 

How the Server and Client Work Together 
The server and client communicate on the basis of COM or DCOM. The client does not 
access a server directly but with the aid of the COM library. By specifying the ProgID, the 
OPC client can address every required OPC server.  
The client program is not aware of whether the access is over COM or DCOM.  
 

Computer A

COM Library

OPC ServerOPC Client

 
Figure 3-3 COM on the Local Computer 
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Figure 3-4 COM on the Remote Computer 
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Which properties and methods are used? 
The performance of OPC servers is decided by their interfaces. The OPC client therefore 
knows what the server offers and can select the services to be used. In the sense of object-
orientation, the services of the OPC server are represented by properties and methods. All 
OPC servers have a pool of the same properties and methods. The OPC specifications list 
some interfaces as optional. If a server does not offer these optional functionalities, a client 
recognizes this and can react accordingly. As a result, components of different 
manufacturers can work together without problems. 
Over the OPC interfaces, a client can create objects on the server, use them and delete 
them. The OPC client makes use of server functions and uses the methods of the server, for 
example to read and write data. Each server function corresponds to a call in the client. 

3.1.6 Basic Terminology 

3.1.6.1 COM objects - what are they? 
For more effective cooperation between the client and server, it is possible to combine or 
specify tasks of a similar type. COM objects make this possible. 

What is a COM object?  
COM objects are components running under Windows that provide other components with 
defined functionality over their interfaces. A COM object can be used by more than one 
application at the same time. 

What is COM?  
COM is the central component of Windows operating systems and controls the interaction 
between multiple software components. 
By using COM, the OPC server becomes similar to part of the Windows operating system 
and is therefore independent of file names, storage locations, and versions. 
The basis of OPC mechanisms is COM, the Component Object Model from Microsoft. 
COM defines a standard that allows objects to be defined as separate units in Windows and 
to access these units beyond the boundaries of a process. 
COM objects can be understood as expansions of the operating system. They are 
independent of programming languages and are available in principle to all applications. 
The data and code of the object are not directly accessible to the user of the COM object. 

What is DCOM?  
DCOM means Distributed Component Object Model. As a further development of COM, 
DCOM supports distributed applications and allows cooperation between software 
components on different computers within a network. 
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Structure of COM Objects 
The following schematic illustrates the structure of a COM object with four interfaces. The 
object is accessed only over the interfaces. Access is controlled by various methods. It is not 
possible to access the actual object in its entirety, the data or the code it contains. 
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Figure 3-5 Structure of a COM Object 

3.1.6.2 COM objects - how are they represented? 

Representation of COM Objects 
In the documentation, COM objects are normally represented graphically. The object-specific 
interfaces are shown on the side of the object, the IUnknown interface supplied with all 
objects is shown at the top edge of the object. 
The methods underlying the interfaces are disguised by the interfaces. 
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Figure 3-6 Representation of a COM Object 
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3.1.6.3 COM interfaces - what do they do? 

This is what COM interfaces provide 
A COM interface is a defined, normally related set of methods for invoking the functionality of 
the COM object. It consists of a table of pointers that reference the methods. A COM 
interface encapsulates the functionality of the COM object and makes sure that the object 
can only be accessed in a defined manner. COM interfaces have a unique ID so that an 
application that wants to access the COM object can check whether the object supports the 
interface prior to access. 

This is how interfaces are structured 
The schematic shows the basic structure of an interface. 
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Figure 3-7 Structure of an Interface 

3.1.6.4 COM interface types - what types exist, how are they accessed? 

These interface types exist 
COM distinguishes two types of interface: 
● Automation Interface 
● Custom Interface 
The difference between the interfaces is the internal method call. There are separate 
interface specifications for each interface. They are nevertheless equally suitable for the 
widest range of applications, for example accessing variables or receiving messages. 
The Automation Interface supports OPC client applications based on a script language such 
as Visual Basic or VBA . 
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The Custom Interface improves the performance of applications based on C or C++.  
The Custom Interface is not suitable form the range of functions of development tools based 
on script languages. By expanding the COM objects with the Automation Interface, the 
methods of the objects are also available for simple script languages. The Automation 
Interface makes the calls that the object understands visible to the outside. 
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Figure 3-8 Example of the Assignment between the Interfaces and the Application 

How can a .NET client access the COM Interface? 
The sections below described the sequences when using the Custom Interface and the 
Automation Interface. 

Sequence when using the OPC custom interface 
A .NET client can access a general COM object of the Custom Interface from within 
managed code. Due to the different properties of COM and the .NET programming model (in 
.NET, for example, there is no pointer access) no direct call is, however, possible. 
For the transition from managed code to unmanaged code, an RCW (runtime callable 
wrapper) must be used. RCWs hide the difference between .NET objects and unmanaged 
COM objects. 
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Figure 3-9 Sequence when Using the Custom Interface 
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Sequence when using the OPC automation interface 
With the aid of a .NET Framework import application, an interop assembly, a .NET 
component, is created. .NET clients can use this to create COM objects and to call methods 
of COM objects as if they were .NET instances. Unmanaged code, the Automation Interface, 
is therefore converted to a .NET component. 
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3.2 Data Access 

3.2.1 Introduction to the Data Access Interface 

3.2.1.1 What can OPC Data Access do? 
The data access interface is a worldwide vendor-independent standard for reading, writing, 
and monitoring process data. Communication is based on the Microsoft COM protocol. This 
standard has gained acceptance with both users and vendors. The user programs range 
from simple office applications to complex HMI (Human Machine Interface) or SCADA 
(Supervisory Control and Data Acquisition) systems. 

This is what OPC data access can do 
The OPC data access specification defines the interface between client and server programs 
for process data communication. The data access server allows one or more data access 
clients transparent access to a wide variety of data sources (for example temperature 
sensors) and data sinks (for example controllers). These data sources and sinks can be 
located directly on an I/O card inserted in the PC, they can, however, also be located on 
devices such as controllers, input/output modules connected over serial connections or over 
fieldbuses. A data access client can, of course, access several data access servers at the 
same time. 

What are data access clients?  
Data access clients can be very simple Excel sheets or extensive programs (for example 
Visual Basic). Data access clients can also be parts of larger programs. 

What is a data access server?  
Data access servers can be simple programs, for example providing access to the registers 
of a PLC over a serial interface. More complex programs are also possible that allow access 
to numerous variables on a large number of devices or extensive communication 
mechanisms. Data access servers can also be part of large programs and make data 
available to these programs. 

3.2.1.2 OPC data access - what is it? 

With OPC data access you can access process variables 
Data access is an OPC specification for accessing process data using variables. An OPC 
server for data access manages the process variables and the various options for accessing 
these variables. This allows it to: 
● Read the value of one or more process variables 
● Modify the value of one or more process variables by writing a new value 
● Monitor the value of one or more process variables 
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● Signal value changes. 
Process variables are placeholders for values that must be acquired in runtime. 

3.2.1.3 Class model of OPC Data Access - what does it do? 

This is what the OPC data access class model does 
The hierarchical class model of Data Access helps to adapt the time taken and the obtained 
result to the current requirements of an application when the client accesses data. Data 
Access can be divided into three classes, as follows: 
● OPC Server 
● OPC Group 
● OPC Item 
 

OPC Group(s)OPC Group(s)

OPC Server

OPC Group(s)

OPC Item(s) OPC Item(s)OPC Item(s)

 
Figure 3-10 Class Model of the Data Access Interface 

The client application uses COM calls of the operating system only to create an object of the 
OPC server class. The other objects are created by appropriate OPC methods of the OPC 
server class or lower classes. 

What does the class model apply to? 
The class model applies both to the automation interface as well as to the custom interface. 
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3.2.1.4 OPC server class - what does it do? 

This is what the OPC server class does 
At the top, there is the OPC server class. Every OPC server belongs to this class. This class 
provides access for all other services of the data access server. 
With the aid of class-specific attributes and methods, you can obtain information on the 
status, version, and (optionally) name space of the available process variables. An object of 
the OPC server class manages the instances of the underlying OPC group class. 

3.2.1.5 OPC group class - what does it do? 

This is what the OPC group class does 
The OPC group class is the class immediately below the OPC server and is used to 
structure the process variables used by the OPC server. An OPC client can use several 
objects of this class at the same time. A client can use the objects of the OPC Group to 
generate suitable units of process variables and run operations with them. For example, all 
process variables on a given screen page of an operator control and monitoring system can 
be combined in the same group. 
The OPC group class defines methods that can be used to read and write the values of the 
process variables. 
With some methods, several variables can be combined in one job and transferred 
simultaneously. In particular when using an OPC server over the network, these group 
operations allow a high execution speed. 
As of Data Access Specification 3.00, cyclic keepalive monitoring of the OPC server can be 
set (KeepAliveTime) using the OPC group class. Even if process variables do not change, a 
checkback function (without data values) is called on the OPC client by the OPC server. 

3.2.1.6 OPC item class - what does it do? 

This is what the OPC item class does 
Objects in this class represent the actual process variables and allow selective querying of 
specific data. Each variable is an element (item) in the name space of the OPC server and is 
identified by an ItemID. The ItemID is specified by the vendor of the server and must be 
unique within the name space of the server. The following properties are associated with 
each item: 
● Value 

Last acquired value of the variable. 
● Quality 

Reliability of the value. If the quality is good, the value was acquired with certainty. 
● Time stamp 

Time at which the current value of the variable was acquired. The time stamp is updated 
with each value change reported to the client. If the value of a variable does not change, 
the time stamp also remains unchanged. 
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What role do the variables play? 
Variables must be specified in the OPC interface calls to obtain process values. By 
specifying variables, the client can request required values from the server. The client must 
register each required variable with the server to specify which variables will be read. 
Variables can be read and written both synchronously and asynchronously. 
The client can transfer the monitoring of variables to the server. When the value of a variable 
changes, the server sends the client a message to this effect. 
The variables provided by the OPC server can be grouped as follows: 
● Process variables 

Represent measured and control variables of input/output devices 
or 

● Control variables 
Using these variables triggers certain additional services, for example the transfer of 
passwords. 
or 

● Information variables 
These variables are provided by the communications system and OPC server and 
provide information about the status of connections, devices etc. 

A few examples of variables of an OPC Data Access server are shown below: 
● Control variables of a programmable controller 
● Data of a measured data acquisition system 
● Status variables of the communications system 

3.2.1.7 OPC Data Access - what are the interface specifications? 

There are two interface specifications for OPC Data Access 
The Automation and Custom interfaces are specified for Data Access: 
● Data Access Automation Interface, Standard, February 4, 1999, Version 2.02 (and 

subsequent versions) 
● Data Access Custom Interface, Standard, March 4, 2003, Version 3.00 
You will find an overview of the specifications in the references in volume 2. 
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3.3 OPC Alarms & Events 

3.3.1 Introduction to OPC Alarms & Events 

3.3.1.1 OPC Alarms & Events - what does it mean? 

This is Alarms & Events 
Alarms & Events is a specification for the transfer of process alarms and events. It is 
extremely flexible and can therefore be used with the widest range of event sources. The 
spectrum ranges from simple events to complex events and even to events requiring 
mandatory acknowledgment.  
The OPC specification defines the possible status changes for conditional events in a state 
diagram. 

What is Alarms & Events meant for? 
Alarms & Events servers are used for example to 
● detect events - for example tank fill complete 
● detect the status of an event – tank full 
● confirm an event - completion of tank fill acknowledged 
● monitor the confirmation - the confirmation is monitored by the tank alarm signaling 

device, the alarm was acknowledged, the warning signal can be turned off. 
New events can also be signaled without confirmation. 
The standardized OPC Alarms & Events interface allows the handling of these requirements. 

3.3.1.2 Events and event messages - what are they? 

These are events 
Events are special states in the process that must be signaled to a recipient. Which events 
are signaled to the OPC client is set by the OPC client using filter criteria. 
All events that match the selected filter criteria must be transferred from the producer of the 
event to the user. This distinguishes Alarms & Events from Data Access. During monitoring 
of variables, only the value changes within the specified timebase are signaled. 

These are event messages 
The message contains the parameters defined in the OPC specification and possibly also 
associated values specified by the vendor. 
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There are simple event messages and more complex state-related messages. For these 
complex state-related messages, the sender of an event can demand an acknowledgment 
by the OPC client. 

Event Types 
The OPC specification defines three types of event: 
● Condition-related events 

These signal the status changes defined in the OPC status model and are related to 
defined conditions. 

● Tracking events 
These signal changes in the process if, for example, a user changes the setpoint of a 
controller. 

● Simple events 
These signal all other events that do not involve a status, for example, the failure of a 
system component. 

The OPC specification defines the syntax of the interface for receiving messages. What 
types of event the server supplies is specified by the vendor of the OPC server.  

3.3.1.3 Class model of OPC Alarms & Events - what does it do? 

This is what the class model of OPC Alarms & Events does 
The class model of Alarms & Events allows the adaptation of the OPC client to the 
requirements of an automation solution. Alarms & Events distinguishes between three 
classes: 
● OPC Event Server 
● OPC Event Subscription 
● OPC Event Area Browser 
 

OPC Event
Subscription

OPC Event
Area Browser

1 1
0:n1:n

OPC Event
Server

 
Figure 3-11 Class Model of the Alarms & Events Interface 
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3.3.1.4 OPC event server class - what does it do? 

This is what the OPC event server class does 
Using objects of the OPC event server class, a client creates one more objects of the OPC 
event subscription class. An object of this class is a subscription to a group of events. 
Objects of this class manage the required filters and attributes for specific clients. By filtering, 
a client can specify which events it wants to receive. The SelectReturnedAttributes method 
makes it possible to specify which event attributes should be returned with each event 
message. With the aid of objects of the OPC event subscription class, the client can create 
practical groups and execute group operations. 

Acknowledging Events 
With the AckCondition method of the OPCEventServer class, the client acknowledges 
condition-related events if this is specified in the AckRequired parameter of the event. As 
soon as the acknowledgment arrives, this leads to a change in the NewState parameter of 
the condition-related event and therefore to a new event. 
 

Signaling system

Event

New

 event

Client

AckCondition

 
Figure 3-12 Sequence of Events and Acknowledgment with Condition-Related Events 

3.3.1.5 OPC event subscription class - what does it do? 

This is what the OPC event subscription class does 
Using objects of the OPC event server class, a client creates one more objects of the 
OPCEventSubscription class. An object of this class is a subscription to a group of events. 
Objects of this class manage the required filters and attributes for specific clients. By filtering, 
a client can specify which events it wants to receive. It is possible to specify which event 
attributes are transferred with which event message. With the aid of objects of the OPC 
event subscription class, the client can create practical groups and execute group 
operations. 
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What are the options for filtering events? 
By filtering, a client can specify which events it wants to receive. A filter is nothing other than 
the definition of an event based on its properties. This is based on the following criteria: 
● Event type 
● Category 
● Priority 
● Event source 
An event is only forwarded to the client when it matches the filter values in all criteria. 

Why are events buffered? 
If every event is transferred individually to the client, this requires far greater resources than 
when several events are transferred together. With the BufferTime parameter, the client can 
specify that events should only be sent after a certain time has elapsed. Events occurring in 
the meantime are buffered until the next transfer time. 
 

MaxLength = 3
Client

BufferTime

Message system

 
Figure 3-13 Meaning of the Parameters BufferTime and MaxSize 

The maximum number of events to be buffered can be specified with the MaxSize 
parameter. As soon as the specified number is reached, all events are sent to the client 
regardless of the selected BufferTime interval. 
BufferTime and MaxSize are used as parameters in the CreateEventSubscription method of 
the OPCEventServer class and in the GetState and SetState methods of the 
OPCEventSubscription class. 

3.3.1.6 OPC event area browser class - what does it do? 

This is what the OPC event area browser class does 
With OPC Alarms & Events you can divide large systems into areas. Areas can be used to 
filter events. With the aid of objects of the OPC event area browser class, you can 
investigate the areas.  

 

 Note 
Objects of the OPC Event Area Browser class are optional and are not supported by the 
OPC Alarms & Events server of SIMATIC NET. 
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3.3.1.7 Message reception - how does it work? 

How Message Reception Works 
An application registers itself for receiving messages in four steps: 

Sequence 
● The client registers with the server for receipt of messages. 
● The client creates one or more objects of the OPCEventSubscription class. 
● The client sets up a callback over the IConnectionPointContainer interface. 
● The client makes an OnEvent method available that is called by the server when an event 

occurs. 

1

2

3

4

Client

On Event

OPC Event Server

OPC Event 

Subscription

Connection Point  

Container

Connection Point

 
Figure 3-14 Connection between Server and Client for Receiving Messages 

3.3.1.8 Alarms in SIMATIC S7 - how are they defined? 

Alarms - how they are defined 
An alarm is characterized by the following properties: 
● An alarm is indicated by a change to a binary signal (edge). 
● The signal change leads to a new binary signal state that lasts for a time of t>0. 
● Each signal change can be acknowledged by a signal recipient. 
● The acknowledgment status can be monitored by the initiator of the alarm. 
● The signal can change again without the last signal change having been acknowledged. 
A SIMATIC S7 can trigger alarms with various blocks 
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Table 3- 1 Triggering Alarms with Various Blocks 

Block Name Number of 
monitored 
signals 

Acknowledgme
nt 

Associated 
values 

Severity 

SFB36 NOTIFY 1 No 1-10 0-127 
SFB33 ALARM 1 Yes (SFB33) 1-10 0-127 
SFB34 ALARM_8 8 Yes (SFB34) No 0-127 
SFB35 ALARM_8P 8 Yes (SFB35) 1-10 0-127 
SFC17 ALARM_SQ 1 Yes (SFC19) 1 No 
SFC18 ALARM_S 1 acknowledged 

implicitly 
1 No 

SFC107 ALARM_DQ 1 Yes (SFC19) 1 No 
SFC108 ALARM_D 1 acknowledged 

implicitly 
1 No 

 
The S7 user program specifies whether an acknowledgment from the alarm recipient is 
necessary. The S7 program distinguishes between acknowledgments for the 
commencement of an alarm state (alarm entered state) and acknowledgments of the ending 
of an alarm state (alarm exited state). The OPC interface does not support such a distinction; 
only the acknowledgment of the occurrence of an alarm is supported. The end of the alarm 
state is acknowledged by implication by the Alarms & Events server. 

3.3.1.9 Alarms - what happens in practice (example)? 

Two Examples of Handling Alarms 

Alarm without Acknowledgment 
 

 
Figure 3-15 Signal States of an Alarm without Acknowledgment 
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An S7 block monitors the level of a container that is filled during production. When the 
container is full, the S7 block triggers an alarm (interrupt) (t1) and production is stopped. The 
alarm does not need to be acknowledged, production is interrupted without any further 
measures by the controller. When the controller recognizes that the container has been 
emptied, it terminates the alarm (t2) and production is resumed. 

Alarm with Acknowledgment 
 

Signal

S7
only

t3Ack t4Ack

1

0

t3 t4
t

Interrupt from S7  
block of PLC to PC

Acknowledgment from PC to S7

 
Figure 3-16 Signal States of an Alarm with Acknowledgment 

An S7 block monitors the pressure of a tank. If the limit value is exceeded, the S7 block 
triggers an alarm (interrupt) (t3), at the same time a warning lamp on the overpressure valve 
and an alarm horn are activated. 
The acknowledgment by the operator (t3Ack) turns off the alarm horn, however the alarm state 
remains because the tank pressure is above the limit value. The warning lamp is not turned 
off by the acknowledgment. Receipt of the acknowledgment by the operator triggers a further 
alarm on the S7 controller. 
After pressure has been reduced, the S7 block recognizes that the pressure is now below 
the limit value and terminates the alarm (t4). Ending the alarm state also triggers an alarm. 
An acknowledgment of the end of the alarm state by the operator turns the warning lamp off 
(t4Ack). This acknowledgment is not visible on the OPC interface because OPC only supports 
acknowledgments of the occurrence of alarm states. 
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3.3.2 Alarms & Events Interface 

3.3.2.1 Interfaces - which interfaces are specified for Alarms & Events? 

Two interfaces are specified for Alarms & Events 
The Automation and Custom interfaces are specified for Alarms & Events: 
● Alarms & Events Automation Interface, Standard, December 15, 1999, Version 1.01 

Description of the OPC Alarms & Events server and the specification of the custom 
interface of this server 

● OPC Alarms & Events Custom Interface, October 2, 2002, Version 1.10 
Specification of the automation interface of the OPC Alarms & Events server 

You will find an overview of the specifications in the references in volume 2. 
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3.4 OPC XML 

3.4.1 Introduction to XML and SOAP 

3.4.1.1 XML and SOAP - what are they? 

OPC goes Internet 
By using the OPC XML data access interface, process data can also be read, written and, in 
simple form, also monitored over the Internet. 
For this, OPC uses SOAP. 

What is SOAP? 
SOAP provides a simple and transparent mechanism for the exchange of structured and 
typed information between computers in a distributed environment. 
The "Simple Object Access Protocol" (SOAP) forms the basis for XML-based information 
exchange.  

What is XML and OPC XML?  
XML (eXtensible Markup Language) is a standard for the Internet that has also become 
widespread in other areas of standard software. Just like HTML, XML also provides the 
option of including metainformation with data. It is, however, possible with XML to define 
your own data structures and your own attributes. 
Based on XML, a new specification was also defined for OPC known as OPC XML, that 
describes the process data interface with XML data records. 

How does access to OPC over the Internet work? 
Communication over the DCOM interfaces of OPC is normally restricted to local area 
networks. COM interfaces are also normally defined for Windows-based systems. For 
security purposes, firewalls only allow restricted access to and from the Internet. OPC XML 
makes a standard available that allows communication using the cross-platform protocol 
SOAP (Simple Object Access Protocol). Data access with OPC XML has a range of 
functions based on OPC Data Access. 

What does the interface description look like with XML? 
The data interfaces and methods are described by XML. The precise description of the 
methods is specified in a WSDL specification (WSDL = Web Service Definition Language) 
provided by the OPC Foundation along with the OPC XML DA specification. The methods 
are described with SOAP (XML protocol) and sent using the HTTP protocol. Put simply, we 
can say the following: 
SOAP = HTTP + XML 
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The graphic below illustrates the relationships: 

Web Service

SOAP

WSDL
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HTTP

Interface

Message

Schema

Transport

 
Figure 3-17 Interface Description with XML 

How does data transfer with the HTTP protocol work?  
Access to methods directly from the Internet represents a significant security risk. For this 
reason, SOAP only uses the Internet HTTP channel (HTTP = HyperText Transfer Protocol) 
that can be administered easily by a firewall. 

Web Service 

Server

(SOAP server)

Web Service

Consumer

(SOAP client)

SOAP request

Internet

SOAP response

Firewall

 
Figure 3-18 Data Transfer with the HTTP Protocol 

3.4.1.2 Web services - what do they do? 

Web services connect the client and server over the Internet 
A Web service allows function calls to be sent to a Web server over the Internet. The 
description of the methods and parameters provided by a Web service is stored in WSDL 
files in XML format. These can be queried on the Web server by the client. To use Web 
services essentially only the Internet address, the URL of the Web service, is necessary. The 
data is transferred using SOAP with HTTP messages. 
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Figure 3-19 Function Calls over the Internet 

3.4.2 OPC XML Interface 

3.4.2.1 OPC XML interface - what does it do? 

OPC can access the Internet over the XML interface 
OPC XML is a standard that allows communication over the Internet with a cross-platform 
protocol. A client is no longer restricted to a Windows environment (COM). Other operating 
systems, such as LINUX, can also monitor and exchange OPC data over the Internet with 
the HTTP protocol and the SOAP interface. 
Data access using OPC XML has a range of functions based on OPC Data Access, however 
only simple write and read services are available. Change-driven messages relating to data 
changes as possible with the DCOM OPC DA interfaces are not planned for OPC XML due 
to the loose Internet connection. 
One possible disadvantage of this interface is that an Internet server is required. On top of 
this, only low performance over the Internet can be expected.  
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Which interfaces are used by the SIMATIC NET OPC server? 
The following graphic shows the internal structure of the SIMATIC NET OPC server and the 
available interfaces: 
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Figure 3-20 Structure of the SIMATIC NET OPC Server and Available Interfaces 
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3.4.2.2 OPC XML Web service - how does it work? 
The OPC XML specification is implemented in SIMATIC NET by a Web service of the 
Microsoft Internet Information Server (IIS). Remember that the Internet Information Server is 
a component of the operating system that must be installed and configured separately. 

OPC XML Web service - how it works 
The OPC XML component is largely invisible to the user. It is started automatically by the IIS 
when a Web client requests OPC XML services. The graphic below illustrates the 
relationships: 
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  GetStatus
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Internet

 
Figure 3-21 Web service of the Internet Information Server 

3.4.2.3 Read/write simple services - what methods are there in XML? 

These methods are available 
The following methods are implemented in SIMATIC NET OPC XML server: 
● GetStatus 

GetStatus is used to query the general status and vendor-specific information (version, 
product name). 

● Read 
The Read service is used to read the value of one or more variables. 

● Write 
The Write service writes the value of one or more variables. As an option, the OPC XML 
server can then execute the Read method. 

● Subscription, SubscriptionPolledRefresh, SubscriptionCancel 
With subscriptions, the variables are registered and any changes (cyclic) read with 
SubscriptionPolledRefresh. A subscription can be canceled with SubscriptionCancel. 
One special feature of SubscriptionPolledRefresh is the time when the specified with 
WaitTime and HoldTime. The call on the server is held back until WaitTime. The 
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response to the call is sent as soon as a value changes or at the latest when HoldTime is 
reached. 

● Browse 
The Browse service allows navigation through the hierarchical address space. In contrast 
to the COM interface, both branches and leaves can be read with a request. 
It is also possible to specify which properties of an element the server returns. 

● GetProperties 
As an alternative to browsing, properties of elements can also be read with the 
GetProperties service 

Synchronous/Asynchronous Use of the Methods 
These methods are designed to operate asynchronously according to the OPC XML DA 
specification. Request and response are separate parts of the protocol. The use of these 
methods by high-level programming languages such as C#, Visual Basic etc. allows the 
request and response to be combined to form a synchronous method. 
When creating a proxy class for the client program, a synchronous and an asynchronous 
variant are generated for each method. Both variants use the same OPC XML DA methods. 
Using the asynchronous variant does, however, improve the runtime response of the client 
program. 
 
For more detailed information, refer to /1/ 
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3.5 OPC Unified Architecture 

3.5.1 Introduction to OPC UA 

3.5.1.1 Introduction 

What does OPC UA unify? 
The previously available functionalities and options of the existing OPC standards such as 
Data Access, Alarms & Events, Security, Historical, Complex and XML Data Access have 
been put together in a new, more secure and more powerful specification: OPC Unified 
Architecture (OPC UA) 

 
Figure 3-22 Functions of OPC Unified Architecture 

For OPC UA, a new TCP-based, secure, powerful and standardized communications 
protocol has been used. 
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What are the advantages of the OPC UA architecture? 
● Unification of the previous OPC standards to form one interface. 

This simplifies the development of client applications. 
● The UA name space provides the option of full modeling of systems with any complexity. 

It has a significantly greater range of functions than the previous name space. 

What are the advantages of the OPC UA communication compared with the COM/DCOM interface? 
● Cross-platform communication 
● Greater security due to independence from DCOM: 

– No complex security settings 
– No open port 135 
– No more dynamically assigned ports 
– Easier firewall settings 
– No long timeouts if there are disruptions 

● High data security with modern authentication methods based on certificates 
● Selection of different communications protocols suitable for the application in hand 

3.5.1.2 Security with OPC UA 

How is the high security level achieved?   
An OPC UA client and an OPC UA server have to authenticate and authorize each other 
with digital certificates and corresponding keys. The messages are suitably encrypted. 
Normal X.509 certificates are used for authentication. 
A certificate memory is normally assigned to an OPC UA client application. Keys from 
authorized OPC UA servers can be stored here. 
To manage the certificates, the SIMATIC NET OPC UA server uses a target system-specific 
public key infrastructure (PKI) on the client. 

3.5.1.3 Types of communication of OPC UA 

What do the OPC UA communication types "TCP binary" and "XML" involve? 
At the lowest level, the communications protocol of OPC UA is TCP-based and can therefore 
be used cross-platform even on embedded systems. A secure, encrypted transmission is 
required in all cases. 
According to the standard, the following protocol options are available on the OPC UA 
interface: 
● Simple XML/SOAP with HTTP/HTTPS via port 80/443 
● Binary TCP via port 4840 (and other ports such as port 4845 or, in some cases, port 

5000, 6000 etc. if other servers are added) 
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Better still: Packed binary TCP 

 
Figure 3-23 The protocols used by OPC UA 

The protocol can be selected using the URL address of the UA server on the OPC UA user 
interface. You have the following two alternative options available. 
Examples: 
● OPC UA XML Web services by specifying a URL, for example: 

– http://<hostname>:80/Siemens.Automation.SimaticNET.S7 
or 

– https://<hostname>:443/Siemens.Automation.SimaticNET.S7 
● Pure (natives) binary TCP protocol by specifying: 

– opc.tcp://<hostname>:4840/Siemens.Automation. SimaticNET.S7 
At the application layer, the OPC UA function calls are identical. 
Not all OPC UA servers support all protocols. 

What are the advantages of the OPC UA native binary protocol? 
In OPC UA, the "OPC UA native binary" protocol has the highest transmission speed 
because the data is transferred compressed and little packaging information needs to be 
used. It requires the least additional effort. For example, no XML parser is required as is 
necessary for SOAP and HTTP. 
The format is standardized down to the binary level. This stabilizes the data exchange 
between the OPC UA client and server since there are no freedoms such as blanks or 
comment in XML. 
With the "OPC UA native binary" protocol, TCP port 4840 specially specified for it is used for 
communication and with the SIMATIC NET OPC server also port 4845. Other ports such as 
port 5000 or 6000 may also be used as well. These ports can be enabled or disabled in a 
firewall. 
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What are the advantages of the protocols of the XML Web services? 
XML can be used very simply with common development environments for OPC UA 
applications. 
The firewall is usually already set to enable port 80 for HTTP and port 443 for HTTPS or 
these ports can be enabled easily in it. This means that Internet access is usually possible 
for the use of XML Web services without extra configuration. 

Which programming languages can an OPC UA application use to address the OPC UA interface? 
An OPC UA client can access the OPC UA interface via a C, .NET (C#,VB.NET), JAVA and 
a C++ interface. The corresponding libraries and assemblies are made available by the OPC 
foundation including the communication stacks. 

JAVACC++.NET
(C#, VB.NET)

 
Figure 3-24 Access by the OPC UA client to the OPC UA server with the aid of various programming 

languages 

3.5.1.4 The name space of OPC UA 

What does the OPC UA name space show? 
The name space of OPC UA no longer consists of just folders, items and properties. It is a 
network of nodes with additional information and links. 
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Figure 3-25 Structure of the name space of OPC UA 

The boxes represent nodes. These are the objects of OPC UA. The arrows mean references 
from a source node to a target node. 
The nodes are used both for the user data (instances) and for other information such as type 
descriptions of data (types). The nodes of OPC UA can be subdivided as follows: 
● Types 

These are node types specified in the OPC UA specification and possibly also by the 
relevant vendor and they are uniquely defined by their properties and attributes. There 
are four basic types as follows: 
– ObjectTypes 
– VariableTypes 
– ReferenceTypes 
– DataTypes 
They define other types, some of which are shown in the figure to the right of the 
"ObjectTypes" type. 
The types serve as a type description for the instances. 

● Instances 
These are the instances of the objects of your real project. Depending on the type of 
node, they obtain their properties by referencing the various types. In the figure, the two 
objects "MyObject" and "Server" reference the two types "MyObjectType" and 
"ServerType". 

The root of your OPC UA server, organizes both the types and the instances. This 
organizing includes the definition of the other nodes. 
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A node can have the following properties: 
● Attributes that can be read 
● Methods that can be called 
● Events that can be reported 
Many standard nodes are laid down in the OPC UA specification. Other node types may be 
added by specific vendors, such as the S7 connections in the following sample project. 

 
Figure 3-26 The name space of an OPC UA project in the SIMATIC NET OPC Scout V10 
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Locating OPC UA servers on a system with "discovery" 
The OPC UA search service "Discovery" allows OPC UA servers in a system to be located. 
This discovery service uses port 4840 that is reserved for OPC UA, the host name and/or the 
IP address. It reports the endpoints of all OPC UA servers, their protocols, ports and security 
requirements. 

Endpoints of the UA servers 
A UA server provides endpoints for communication. 
An endpoint is the physical address in a network that allows OPC UA clients to access one 
or more services of the OPC UA server. 
For details of the endpoints of the SIMATIC NET OPC servers, refer to volume 2 of this 
manual. 

3.5.1.5 Other characteristics of OPC UA 

What else can OPC UA do? 
OPC UA also provides a range of other functions, some of which are introduced briefly 
below: 
● Redundancy 

With multiple OPC UA clients and multiple OPC UA servers, OPC UA provides 
redundancy functions ranging from simple takeover of sessions between OPC UA clients 
right through to synchronized redundancy between OPC UA servers. 

● Connection monitoring 
An OPC UA server detects breaks on a connection to the OPC UA client and an OPC UA 
client detects breaks on a connection to the OPC UA server. The monitoring times are 
specified in the standard. 

● Data value storage 
Interrupted connections generally no longer mean a loss of data. The data values are 
stored. Corrupted receive data can be requested again. The receipt of data can be 
acknowledged. 

3.5.2 The OPC UA interface 

3.5.2.1 What interface specifications of the OPC Unified Architecture exist? 

What interface specifications of the OPC Unified Architecture exist? 
The OPC UA specification consists of several parts. These are service specifications. 
The user interface is also specified by the language-dependent OPC UA server stack also 
provided by the OPC Foundation or the OPC UA user libraries. The specification consists of 
the following parts: 
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Part Topic Title URL 
Part 1 Concepts OPC UA Specification: Part 1 – 

Concepts, Version 1.0 or later 
http://www.opcfoundation.org/UA/Part1 

Part 2 Security Model OPC UA Specification: Part 2 – Security 
Model, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part2 

Part 3 Address Space Model OPC UA Specification: Part 3 – Address 
Space Model, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part3 

Part 4 Services OPC UA Specification: Part 4 – 
Services, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part4 

Part 5 Information Model OPC UA Specification: Part 5 – 
Information Model, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part5 

Part 6 Service Mappings OPC UA Specification: Part 6 – 
Mapping, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part6 

Part 7 Profiles OPC UA Specification: Part 7 – Profiles, 
Version 1.0 or later 

http://www.opcfoundation.org/UA/Part7 

Part 8 Data Access OPC UA Specification: Part 8 – Data 
Access, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part8 

Part 9 Alarms and Conditions OPC UA Specification: Part 9 – Alarms 
and Conditions, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part9 

Part 10 Programs OPC UA Specification: Part 10 – 
Programs, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part10 

Part 11 Historical Access OPC UA Specification: Part 11 – 
Historical Access, Version 1.0 or later 

http://www.opcfoundation.org/UA/Part11 

Part 12 Discovery OPC UA Specification: Part 12 – 
Discovery, Version 1.0 or later 

 

3.5.2.2 How is a connection made to an OPC UA server? 

Definition of terms     
 
Term Meaning 
Secure channel A communication channel for secure data transmission between the 

communication stacks of the OPC UA client and server. Each secure 
channel has a global identifier and contains specific information on 
the encryption of the messages sent via this channel. 

Channel identifier Identifier of a secure channel that is specified when the channel is 
established. 

Communication stack A set of layered software modules between application and 
hardware that handles the various tasks in communication between 
nodes. 

Certificate Here: Key (signature) that identifies a node within a cryptographic 
system. 

Session Session with a limited time during which data is exchanged between 
OPC UA client and server. 

Session ID Identification number of a session that the OPC UA server assigns to 
the OPC UA client after a connection is established. In all 
subsequent requests, the client must transfer this session ID to the 
server. 

http://www.opcfoundation.org/UA/Part1
http://www.opcfoundation.org/UA/Part2
http://www.opcfoundation.org/UA/Part3
http://www.opcfoundation.org/UA/Part4
http://www.opcfoundation.org/UA/Part5
http://www.opcfoundation.org/UA/Part6
http://www.opcfoundation.org/UA/Part7
http://www.opcfoundation.org/UA/Part8
http://www.opcfoundation.org/UA/Part9
http://www.opcfoundation.org/UA/Part10
http://www.opcfoundation.org/UA/Part11
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Connection establishment 
The following figure provides an overview of the components involved in the connection 
establishment between OPC UA client and OPC UA server. 

Session 

Communication stackCommunication stack

OPC UA applicationOPC UA application

OPC UA serverOPC UA client 

Secure channel

 
Figure 3-27 Outline of connection establishment in OPC UA 

Connection establishment involves the following steps: 
1. Establishment of a secure channel 

The "OpenSecureChannel" service is used to establish a secure channel. 
This service opens or renews a secure channel during a session. The secure channel 
allows the confidential transfer of information between OPC UA client and server. 
After establishment of a secure channel, the communication stack applies the various 
security algorithms for the frames to be sent. After signing with the certificate of the 
sender, the frames are transferred encrypted. Only authorized partners can decrypt the 
frame. 

2. Establishment of a session 
The "CreateSession" service is used to establish a session. 
With the aid of this service, an OPC UA client establishes a session. The OPC UA server 
returns the session ID. 
In subsequent requests from the client, the server accepts the request only if the client 
includes both the channel identifier and the session ID. 

3.5.2.3 How can the OPC UA name space be browsed? 

How can the OPC UA name space be browsed? 
The following services are available to browse the OPC UA name space: 
● "Browse" 

This service is used to obtain the references (links) of a node. 
● "Read" 

This service is used to obtain one or more attributes of one or more nodes. 
The response returns the requested value (reference, property or attribute). 
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3.5.2.4 How can data be read and written? 

How is simple reading and writing achieved?  
The two services "Read" and "Write" are available to read and write the attribute values of 
nodes. 
● "Read" 

This service is used to obtain one or more attributes of one or more nodes. With 
structured attribute values, whose elements are indexed as in an array, clients can read 
the entire set of indexed values, they can read specific areas or individual elements. 
How up-to-date the values are is decided by the "maxAge" parameter. 

● "Write" 
This service is used to write values to one or more attributes of one or more nodes. With 
structured attribute values, whose elements are indexed as in an array, clients can write 
the entire set of indexed values, they can write specific areas or individual elements. 
The service job remains pending until the values have been written or until it is 
recognized that the values cannot be written. 

Access by "Read" and "Write" uses the "NodeID" of the node or nodes. The NodeID is the 
identifier of a node in the name space of OPC UA. 

3.5.2.5 How are UA data and events monitored? 

Definition of terms        
 
Term Meaning 
Subscription A subscription is used for data transfer from the OPC UA server to 

the client. A subscription contains a set of MonitoredItems that are 
transferred to the client in a notification. 

MonitoredItem A client defines MonitoredItems for acquiring data and events. A 
MonitoredItem identifies an item to be monitored, its corresponding 
subscription and the notification for transfer of the data through the 
subscription. 

Item An item can be any node attribute. 
Notification A data structure that describes changes in data values or events. 

This data structure is filled with the data of the MonitoredItems. 
NotificationMessage A notification is packed in a NotificationMessage by the subscription 

for transfer to the client. 
Publish request A request by the client to the server to transfer data 
Attribute A simple characteristic of a node that is defined by the OPC UA 

specification. 
Node / 
NodeID 

A node is a fundamental component of the name space. Each node 
is identified by its NodeID. 
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The MonitoredItem model 
The MonitoredItem model describes the monitoring of the following properties or objects: 
● Attributes 

An attribute is monitored for changes to its value. Each change to an attribute leads to 
generation of a notification (no use of the filters, see below). 
Attributes must not be confused with the value attribute of a variable. 

● Variables 
A variable can change value or status. In contrast to the "attribute" named above, with a 
variable, the "value attribute" of the variable, the status, is monitored. 

● Node 
Nodes can supply values and events. Events can only be formed by nodes for which the 
"SubscribeToEvents" bit is set in the "EventNotifier attribute". To monitor events, objects 
and views can be used. 

  
Reporting  may  

be enabled or  
disabled  for the  
subscription .     

MonitoredItem   

MonitoredItem   

MonitoredItem   

Attribute   

Variable   

Node   

The  sampl ing   interval   
defines the   cyclic   rate  
used by the server to  

sample the real item.       

  
  

Subscription   

The  monito ring mode  defines whether sampling and  
reporting  of n otifications  is   enabled  or  disabled    

Filters  are used to select  
samples  or events  to report     

 f    

 f    

 f    

A monitored item may monitor a n   attribute ,  
a variable, or a  node providing e vents   

Queue attributes  describe the  

queueing of n otifications  to   a  
subscription    

 
Figure 3-28 The MonitoredItem model 

Overview of monitoring data with the MonitoredItem model 
When monitoring data, the information is transferred in the following steps from the device 
via the OPC UA server to the OPC UA client: 
1. For each item to be monitored, the UA client defines a MonitoredItem. 
2. The items of the sampled devices are monitored in attributes, variables or nodes and the 

current data stored in MonitoredItems. 
3. Each MonitoredItem generates a notification (if this was enabled by the monitoring mode 

of the MonitoredItem, see attributes of the MonitoredItem). 
4. The subscription puts the notifications together in a NotificationMessage. 
5. The subscription transfers the NotificationMessage to the client. 
6. The client acknowledges receipt of the NotificationMessage. 
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The attributes of MonitoredItems 
The MonitoredItem has four attributes with the following functions: 
● The sampling interval 

Each MonitoredItem generated by the client has a sampling interval assigned to it. The 
sampling interval specifies the shortest interval at which the server samples the lower-
level data source (the device). 
The sampling interval is either inherited from the publishing interval of the subscription 
(see below) or it is individually configured to overwrite the publishing interval. As default, 
the sampling interval has the value of the publishing interval. 

● The monitoring mode 
The monitoring mode specifies whether the sampling and transfer of notifications is 
enabled or disabled. 

● The filter 
The filter defines the magnitude of the change as of which a value or event is transferred. 
A filter can also filter the properties of the "EventType" of an event, such as EventID, 
EventType, SourceNode, Time and Description. 
No filters are applied to attributes since every change to an attribute generates a 
notification. 
The filter also detects whether an event derived from a node was sent to the client. 

● The queue attributes 
The queue attributes can be used to specify the order of transfer to the client. 

Data transmission with the subscription 
A subscription is used to transfer notifications to the client. 
A subscription has one or more MonitoredItems assigned to it by the client. MonitoredItems 
generate notifications that are packed into NotificationMessages by the subscription. One or 
more NotificationMessages are transferred by a subscription to the client.  
A subscription is created with the "CreateSubscription" service. This has the following 
characteristics: 
● Publishing interval 

A subscription has a publishing interval that decides the cycle at which the subscription 
becomes active. Within this publishing cycle, the subscription attempts to send a 
NotificationMessage to the client. 
NotificationMessages contain notifications that have not yet been sent to the client. 

● Answer to a "Publish Request" 
NotificationMessages are sent as a response to a publish request to the client. As soon 
as a publish request is received from the server, the publish request is entered in the 
queue of the session. 
– When a notification is ready for transfer, the publish request is removed from the 

queue and processed by the subscription that belongs to the current session. 
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– If there is no notification ready for transfer, the publish request is not removed from the 
queue of the session and the server waits until the next cycle and then checks 
whether there is a notification. 

At the start of a cycle when notifications are present but there is not yet a publish request, 
the server changes to the state waiting for publish requests. As soon as a publish request 
is received, this is processed immediately without waiting for the next publishing interval. 

● Sequence number of the NotificationMessage (missing messages) 
Each NotificationMessage has an individual sequence number that allows clients to 
recognize when messages are missing.  

● Keep-alive counter 
Subscriptions have a keep-alive counter that counts the number of consecutive cycles in 
which no notification was ready for transfer. When the maximum selectable value of the 
counter is reached, the publish request is removed from the queue and used to send a 
keep-alive message. The keep-alive message informs the client that the server is still 
active. 
A keep-alive message is the response to a publish request, in which the 
NotificationMessage does not contain a notification but rather the sequence number of 
the NotificationMessage that will be sent next. 

● Enabling the "Publishing" service 
The "Publishing" service of a subscription can be enabled or disabled by the client when 
the subscription is created. As an alternative, "Publishing" can also be enabled/disabled 
using the "SetPublishingMode" service. 
When it is disabled, the subscription does not send any NotificationMessages to the 
client, it nevertheless becomes active cyclically and sends keep-alive messages to the 
client. 

● Lifetime counter 
Subscriptions have a lifetime counter that counts the number of consecutive publishing 
cycles in which there was no publish request of the client. When the counter reaches the 
value calculated for the lifetime of a subscription based on the "MaxKeepAliveCount" 
parameter of the "CreateSubscription" service, the subscription is closed. 
Closing a subscription deletes its MonitoredItem. The server also sends a 
NotificationMessage "StatusChangeNotification" with the status "code Bad_Timeout". 

● Acknowledging the NotificationMessage and notification buffer 
Subscriptions have a buffer for repeated transfer of NotificationMessages. 
NotificationMessages are retained in this buffer until they are acknowledged by the client, 
at least, however, for 1 keep-alive interval. 

The "Publish" service 
The "Publish" service has two purposes: 
● Requesting the server to send a NotificationMessage or a keep-alive message 
● Acknowledgment of receipt of NotificationMessages for one or more subscriptions 
Since publish requests are not addressed to specific subscriptions, they can be used by any 
subscription. 
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3.5.2.6 How is extra fast reading and writing achieved after registration? 

How is extra fast reading and writing achieved after registration? 
To read and write the attribute values of registered nodes quickly, the methods 
"Read(..,handle,..)" and "Write(..,handle,..)" are available after registration of the relevant 
nodes. With these methods, a brief call of the registered nodes is possible allowing a time-
saving data transfer. Access is via the NodeID of the registered nodes. 
Reading / writing follows the steps below: 
1. RegisterNodes() 
2. Read(..,handle,..) 

Write(..,handle,..) 
3. UnregisterNodes() 
The functionality of the "RegisterNodes" method is comparable with the functionality of the 
"AddItems" method in OPC Data Access. 
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3.6 OPC Has Many Advantages 

3.6.1 Advantages of OPC 
OPC has many advantages. We would like to point out some in particular:  
● The symbols 
● The OPC Scout 
● The SIMATIC NET OPC Data Control 

What are the advantages of using symbols? 
Simple symbolic access to process variables of SIEMENS S7 controllers. 
Symbols are used during STEP 7 configuration. The time and effort invested there pays 
dividends here. OPC uses the same symbols and STEP 7. 
You can continue to use the symbol definitions specified in the STEP 7 configuration in OPC.  
The use of symbols allows flexible programming of OPC clients. 
You save time, money, work, and above all avoid potential sources of error. 

How does the OPC Scout reduce the workload? 
The OPC Scout of SIMATIC NET provides you with a powerful tool for simple access to 
process variables. 
With the OPC Scout, you can test and OPC application or commission the OPC server. 
The OPC Scout shows you the name space of the variables consisting of communication 
connections and symbolic names. 
Over the OPC server, the OPC Scout provides you with access to all process variables you 
want to reach using the configured protocols and connections. 
With the OPC Scout, you can monitor the values of process variables, and read, write, or 
generate values.  
The OPC Scout also shows you the state of the communication connections. To do this, it 
makes use of the properties of the process variables or uses information variables. This 
allows you to recognize when a partner device is not available. 

How does SIMATIC NET OPC Data Control make it easier to access data? 
With Data Control, you can create simple OPC clients quickly anywhere where you can 
access ActiveX controls, for example in Visual Basic. Convenient and simple access to 
process data is possible. 
This Data control accesses process data obtained by the OPC server. 
The display controls are elements for visualizing process data. They receive their data via 
the SIMATIC NET OPC Data control and not directly by access to OPC or another interface. 
To be able to display or enter process data, you must connect the property of an ActiveX 
control with a property of an OPC variable via the SIMATIC NET OPC data control. 
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The properties of an OPC item are value, quality, and timestamp. It is, for example, easy to 
interconnect a background color with the quality of an OPC variable. For example, the color 
codes green, red, and yellow are assigned to the quality states GOOD, BAD and 
UNCERTAIN. 
The background color of the Number control changes when the quality of the process 
variable changes, for example due to a wire break. 
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3.7 Performance of OPC Data Access and OPC Alarms & Events in 
SIMATIC NET 

3.7.1 Performance - how can I make optimum use of it? 

With the COM-inproc server, you can improve performance 
In some situations, for example, when using PCbased controllers, extremely fast access to 
process data is necessary. 
Using OPC in a COMbased clientserver architecture does involve certain internal execution 
times depending on the implementation of the OPC server. 
These result in the main when using a local server (also known as an "outprocess server"; 
an EXE file with its own process space) due to process changeovers and transferring the 
function parameters from the client to the server (marshaling). 
If the OPC server is implemented as an inprocess server, the overheads for changing 
processes and marshaling are avoided since the OPC server takes the form of a dynamiclink 
library (DLL) and runs in the process space of the client. 
Using an inprocess server does, however, have disadvantages that cannot be ignored when 
selecting the server: 
Only one client can use the server at any one time. The simultaneous use of the inprocess 
OPC server by several clients would mean generating the server more than once in different 
process spaces and would result in simultaneous but uncoordinated access to the same 
hardware. As a result, only the client that started first would have access to the process data 
while access by other clients would be denied. 
The stability of the OPC server depends on the client. If the OPC client behaves in an 
uncontrolled manner and, for example causes access violations, the OPC server will also be 
affected. As a result, it would not be possible for the OPC server to reset the 
communications module as may sometimes be necessary. Explicit closing of the OPC server 
using the configuration programs would also not be possible.  
For the extremely fast DP protocol, SIMATIC NET offers an inprocess server that provides 
practically the full the performance of the DP protocol for OPC clients. 

Improved performance even with several clients? 
This is also possible. As described in the previous section, a high-performance inproc server 
can only be used by one client. To allow the same utilization by two or more clients with the 
same performance requirements, a second configuration variant is available. To use this 
variant, the underlying DP, SR or S7 protocol libraries and the COM server as inproc server 
are loaded on the outproc OPC server. The protocol is handled in the process of the OPC 
server, additional execution times for changing between processes and multiprotocol mode 
are avoided. The process change between the OPC client and OPC server is, however, still 
necessary. 
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More advantages than disadvantages 
The use of the powerful DP, S7, and SR OPC servers has advantages: 
● Higher performance than with multiprotocol mode. 
● Simple configuration. 
● Access via the ProgID OPC.SimaticNET. 
● Several clients can use the server at the same time. 
● The stability of the OPC server does not depend on the clients. 
However, also one disadvantage: 
● Using the powerful DP, S7 or SR OPC server means that only single protocol operation is 

possible. 

How can the high-performance variant be activated? 
This high-speed variant is activated implicitly simply by selecting the DP, S7 or SR protocol 
in the "Configuration Console". 

3.7.2 OPC server from SIMATIC NET in the automation world - how is it used? 

Possible Uses of the OPC Server in the Automation World 
The graphic shows the many ways in which the OPC server from SIMATIC NET can be 
used. 
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Figure 3-29 System Integration with OPC Server 

3.7.3 OPC Server for SIMATIC NET - what are the advantages? 

OPC server - the advantages are plain to see 
With the performance of OPC, SIMATIC NET provides a whole series of advantages of a 
general nature and for programming and development of individual clients. The personnel 
involved in commissioning have also not been left out. 
The open OPC interface is the central interface of the products on the PG/PC from SIMATIC 
NET. The OPC server from SIMATIC NET supports all communications protocols and 
services made available by the communications modules. 
The OPC server from SIMATIC NET supports the OPC Data Access interface specification 
for all protocols. For protocols that use mechanisms to transfer events (S7 communication 
and SNMP), OPC Alarms & Events is also supported. 
Below, you will see how the OPC server from SIMATIC NET is used, the advantages gained 
from using it, and which properties are applicable. You will also see how to achieve optimum 
access to process data with OPC servers. 
The OPC server from SIMATIC NET allows access to the industrial communication networks 
PROFIBUS and Industrial Ethernet from SIMATIC NET. It makes values of process variables 
available to OPC clients or signals events from the partner device. It does this by accessing 
the partner devices over the communication network using the protocol software and a 
communications processor from SIMATIC NET. 
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Advantages for Commissioning 
● You use a protocol-independent interface; in other words, only one interface needs to be 

installed for several applications. 
● You have simple access to the communication networks of SIMATIC NET. 
● With the communication network from SIMATIC NET, you can use your automation 

systems with numerous applications from automation engineering. 
● You can integrate Microsoft Office products. 
● Using DCOM, even applications installed on other computers can access the services of 

the OPC server over wide area or local area networks. 
● The OPC Scout client application of SIMATIC NET provides you with a powerful tool for 

simple access to process variables. 
● With the aid of SIMATIC Computing, you can create simple utilities, for example, in Visual 

Basic. 

Advantages for Program Development 
● You work with a vendor-independent interface. This protects your investment for the 

future. You can serve a larger market and can use your developments time and time 
again. 

● The developed applications are not dependent on the communication system of one 
vendor and can communicate with OPC servers of any vendor without needing to be 
modified. 

● With the OPC interfaces, the applications have versatile access to OPC servers and the 
underlying communication networks. 

● OPC provides high-performance interfaces for the C and C++ programming languages. 
● Convenient and simple access to process data is possible in a development environment 

such as Visual Basic over the data control. 
● You do not need to familiarize yourself with protocol- and vendor-specific interfaces. 
● The option of outputting a trace simplifies troubleshooting. 
● By simulating a partner device, program development is possible without installing 

additional devices. 

What restrictions affect the OPC server? 
The OPC server from SIMATIC NET supports all interfaces required by the specifications for 
OPC Data Access and OPC Alarms & Events. It also provides the most important optional 
interfaces such as the browsing interface for OPC Data Access. 
The optional interfaces are subject to the following restrictions: 
● The OPC server for Data Access does not support "OPC public groups". 
● The OPC server for Data Access does not allow timestamps and qualities to be written. 
● OPC Server for Alarms & Events 

– Dividing plants into areas is not possible 
– Investigation of areas by browsing is not possible 
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The type and content of a message is not specified by the OPC specification. Using the 
configuration information, it is possible to specify whether alarms are signaled as simple 
events or conditional events. 

3.7.4 OPC server from SIMATIC NET - what does it do? 

This is what the OPC server from SIMATIC NET does 
The open OPC interface is the central interface of the products on the PG/PC from SIMATIC 
NET. The OPC server from SIMATIC NET supports all communications protocols and 
services made available by the communications modules. 
The OPC server from SIMATIC NET supports the OPC Data Access interface specification 
for all protocols. For protocols that use mechanisms to transfer events (S7 communication), 
OPC Alarms & Events is also supported. 
Below, you will see how the OPC server from SIMATIC NET is used, the advantages gained 
from using it, and which properties are applicable. You will also see how to achieve optimum 
access to process data with OPC servers. 
The OPC server from SIMATIC NET allows access to the industrial communication networks 
PROFIBUS and Industrial Ethernet from SIMATIC NET. It makes values of process variables 
available to OPC clients or signals events from the partner device. It does this by accessing 
the partner devices over the communication network using the protocol software and a 
communications processor from SIMATIC NET (see graphic). 
 

OPC server for SIMATIC NET

Data access Alarms & Events

Vendor-neutral

OPC interface

Communication network

from SIMATIC NET

Protocol software from

SIMATIC NET

Communications processor from

SIMATIC NET
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(for example, operator control and monitoring system)

 
Figure 3-30 OPC Server for SIMATIC NET with OPC Client 
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What special features does the OPC server have? 
Since the OPC server is capable of distributing jobs to various communication systems, the 
OPC client can use several different protocols over a single OPC server at the same time. If 
only one protocol is used in the configuration of the OPC server, no distribution is necessary. 
This optimizes the data throughput. 

3.7.5 Process data - how is optimum access achieved? 

Different Mechanisms for Accessing Process Data 
With the OPC Data Access, you can access different types of process data. By selecting 
suitable methods, you can influence the data throughput of your application. 
With some protocols, you can also influence the performance of the OPC server through the 
choice of service and by structuring variables in the name space. 

Any tips for an option data throughput? 
Information in the following sections:  
● Using Group Operations 
● Accessing the OPC Cache 
● Structuring Items 
● Using the Buffer Services 
will help you to achieve the greatest possible data throughput 

Which methods are the most suitable? 
There are different ways of accessing variables. Since these have different characteristics, 
check the advantages and disadvantages described below and select the access option 
most suitable for your situation.  
The section 
● Methods - how are suitable methods used? 
will help you to make the correct decision. 

3.7.6 Group operations - how are they used? 

This is how group operations are used 
With many methods, you can transfer several process variables in one field as parameters in 
one function call. The use of group operations benefits the data throughput since there are 
less function calls and process changeovers between the OPC client and OPC server. This 
allows the OPC server to optimize communication over the network itself, for example by 
combining individual jobs together. 
If you operate with a remote server over DCOM, the use of group operations is particularly 
important because, in this case, a function call is transported over the network. 
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3.7.7 OPC cache - what is it? 

This is the OPC cache 
The OPC cache is an internal buffer of the OPC server in which the last acquired values of 
the OPC items are stored.  

OPC cache - how does it work? 
The OPC server updates all active items inserted in active groups and stores the read values 
in the cache. Values in the cache are only valid if the item was read successfully. 
Reading a variable from the cache is far faster than access to the device. Assuming that the 
values in the cache are updated quickly enough for the particular application, you should 
therefore access the cache. 
The update rate in the cache is specified by the RevisedUpdateRate parameter. 

3.7.8 MaxAge - what is that? 

MaxAge - what is that? 
With OPC Data Access 3.00, criteria for reading from the cache and sampling can be 
specified in greater detail. 
MaxAge is the desired maximum age of a value in milliseconds until the sampling. If this age 
is not exceeded by a read job, the value is returned from the cache. If the time is exceeded, 
it must be sampled from the device again. 
A MaxAge value of 0 means sampling the device (OPC_DS_DEVICE) and a MaxAge value 
of 1 to 0xFFFFFFFF (49.7 days) means reading from the cache (OPC_DS_CACHE). 

3.7.9 Services use the cache - how does that work (example)? 

Examples of using the cache 
Here, you can see examples of services that can can be used with the cache: 

IOPCSyncIO::Read(...,OPC_DS_CACHE,...) 
The value, timestamp and quality of several OPC items are read synchronously from the 
cache. 

IOPCAsyncIO2::Refresh(...,OPC_DS_CACHE,...) 
A callback is generated in the OPC client for all active OPC items regardless of the value. 
The value stored in the cache is sent to the client as the current value. 
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IOPCAsyncIO3::ReadMaxAge(...,MaxAge=500,...) 
A callback is generated in the OPC client for all OPC items of the group regardless of the 
value. The value in the cache (assuming it exists) is sent to the client as the current value if 
the data is not older than 500 milliseconds. 

3.7.10 Protocols - which can be optimized? 

Optimization is possible for the following protocols 
The OPC server for SIMATIC NET provides an optimization algorithm for the variable 
services of the following protocols: 
1. S7 Protocol 
2. S5compatible communication over Industrial Ethernet 
Several simultaneous access jobs to individual variables are converted internally to a single 
access to the partner device. This reduces the number of data packages transported over 
the network, improves the utilization of the individual packages, and increases the proportion 
of payload data of a package. 
This optimization applies both to read and write access and is activated as default. This 
optimization algorithm is invisible to the OPC client. 

What rules apply to the arrangement of OPC items in the name space? 
To allow optimization, the OPC items in the name space must be arranged according to the 
following rules: 
● OPC items that are read or monitored simultaneously should be arranged consecutively 

in the name space of the partner device. 
Smaller gaps between the relevant parts are processed, but diminish data throughput. 

● OPC items that are written simultaneously must be arranged consecutively in the name 
space. 
For optimum write access, there must be no gaps. The entire field created as a result of 
the optimization is transferred to the partner device. The address area of the gaps would 
be overwritten with undefined values. To avoid this, the OPC server once again sends 
individual access jobs without optimization. 

3.7.11 Buffer send/receive services - why are they used? 

Buffer send/receive services are used 
To transfer large data packets, S7 communication and S5-compatible communication over 
Industrial Ethernet and PROFIBUS provide buffer send/receive services. With these 
services, data packets are sent between the communication partners. Data transfer places 
load on the network only when a partner explicitly starts a send job. 
With the OPC server for SIMATIC NET, you can structure of the blocks of data. This allows 
individual parts of the data package to be assigned to OPC items. 
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3.7.12  Buffer send/receive services - how are they used (example)? 

Example of Using Buffer Send/Receive Services 
The following graphic shows how an S7-400 device sends a data packet to a PC station with 
S7 OPC server. 

DB 10

BSEND

S7-400PC

Start Transfer

Transfer

Data Buffer

OPC Server

Mapping on

OPC Items

 
Figure 3-31 Sending a Data Packet 

 
So that the OPC server can receive data, one or more OPC items of the type BRCV are 
inserted in an active group. 
In the S7-400 device, a user program triggers the BSEND function block. BSEND starts 
transfer of the entire data area as a buffer to the PC. 
On the PC, the received data is transferred to the OPC server. The OPC server now maps 
the subareas of the block of data to the corresponding OPC items. If these OPC items are 
monitored, the OPC server sends a callback to the OPC client if the values have changed. 

3.7.13 Methods - how are suitable methods used? 

3.7.13.1 Synchronous access - what types exist? 

Options for Synchronous Access 
For OPC Data Access, there are two ways of accessing data: 

Synchronous Read and Write 
Both read and write access can be synchronous. 
A program starts a synchronous function call to access process data. When the function 
executes, the OPC server handles the entire communication over the network. The values 
read are transferred to the user program with the return parameters of the function and the 
program can now continue the sequence with the next instructions. 
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Area of Application of Synchronous Access 
You should always use synchronous access when a longer interruption of the user program 
does not present a significant problem. Synchronous access is always the fast as possible 
access to data of the partner device. 

Advantages and Disadvantages of Synchronous Access 
Advantages: 
● Simple programming 
● High data throughput since there is only one process changeover for the job between the 

OPC client and OPC server. 
Disadvantage: 
● The application is interrupted until the synchronous job has been completed. The 

application can only continue when all the data has been read. If the function is not called 
in its own thread, for example, the user interface of an interactive application is blocked 
during the function call. 

3.7.13.2 Asynchronous access - what types exist? 

Options for Asynchronous Access 
For OPC Data Access, there are various ways of accessing data, as follows: 

Asynchronous Read and Write 
Read or write access can be asynchronous. 
A program starts an asynchronous function call to access process data. The program 
immediately receives a message indicating whether or not the job was transferred to the 
OPC server successfully. The program then continues. 
The OPC server assigns a TransactionID to the job with which the client can later identify the 
reply to this job. 
At some later, undefined time, the OPC server calls the function (AsyncReadComplete) or 
(AsyncWriteComplete) of the OPC client. As the call parameters, the client receives the 
result of the previous function call (read or write) and the TransectionID. 
The timing of the transfer data over the network is not dependent on the program running on 
the OPC client. 

Area of Application of Asynchronous Access 
Asynchronous access is useful when large amounts of data need to be read and when the 
application program must remain capable of reacting while the job is processed. 
Asynchronous access to the cache of the OPC server serves no practical purpose. 
This would simply result in a high degree of processor utilization due to the process 
changeovers between the OPC client and OPC server. 
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Advantages and Disadvantages of Asynchronous Access 
Advantages: 
The actual application is only interrupted briefly because the actual communication takes 
place parallel to the application. 
Disadvantages 
● Creating the application is not that simple. A callback mechanism must be implemented 

in the application that is capable of receiving the result of the processed job at any time. 
Windows programs include asynchronous mechanisms as standard so that they can 
react to user input. 

● If only a few variables are transferred in the job, there is a heavy load due to the process 
changeovers for the call and call back. There are twice as many as with synchronous 
access. 

3.7.13.3 Monitoring variables - what happens here? 

Monitoring Variables 
When monitoring variables, the OPC server continuously checks whether the value or the 
quality of variables has changed. 
To do this, the OPC client adds active OPC items to a group and activates the group. All the 
active OPC items in all active groups are then monitored. 
The OPC client provides the OnDataChange() function. The OPC server calls this function 
when values have changed. As the parameters, the OPC server transfers the changed 
values, qualities, and time stamp of the OPC items. 
The OPC client is not subjected to any load due to monitoring the variables. The program of 
the client runs only when a change is detected. 
To prevent the OPC client from being overloaded with change messages if the process 
variables change quickly, you can specify the minimum update rate at which the program is 
called with the group-specific parameters RequestedUpdateRate and RevisedUpdateRate. 
Analog values affected by noise would lead to fast sequences of change messages because 
the value changes slightly all the time. With the DefaultGroupDeadBand parameter, a 
percentage defines a range for all items of a group in which changes are not signaled. The 
absolute size of the range is the percentage of the difference between a configured high and 
low limit. 
This is only possible when the value range of the variables was defined in the Symbol File 
Configurator. 

When Should Variables Be Monitored? 
Monitoring variables is the optimum solution when a program always needs the latest data of 
the process or part of the process. 
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Advantages and Disadvantages of Monitoring Variables 
Advantages: 
● The application is only notified when process data has changed. This reduces the CPU 

utilization. 
● High data throughput because there are few process changeovers. Depending on the 

composition of the item structure, good optimization is possible. 
● Monitoring of variables can be enabled and disabled item-specific or group-specific by the 

client. 
● Windows programs have asynchronous mechanisms as standard, so that they can react 

to user input. 
Disadvantages 
● The reaction time from the change in a value in the process to transfer of new value to 

the client is higher than the update rate of the group. 
● Creating the application is not that simple. The application requires an asynchronous 

section to receive value changes. 

The Update Rate (RevisedUpdateRate)  
The "update rate" parameter that can be set via the user program 
(RequestedUpdateRate/RevisedUpdateRate) specifies the smallest possible time interval for 
checking the values of the OPC items in an active OPC group.  
The server checks whether or not the value has changed. If there is a new value, the server 
reports new value to the client. The messages to the client are not sent faster than the 
"RevisedUpdateRate” set by the client. If a value changes faster than specified in the update 
rate, the client is not informed of interim values! 

The Scan Cycle Time 
The scan cycle time in ms specifies how often the OPC server updates the values of the 
OPC items with a new communication job. 

The Relationship between the Scan Cycle Time and Update Rate 
The update rates (RevisedUpdateRate) used by the OPC Server for SIMATIC NET are 
multiples of the scan cycle time specified during configuration. The minimum update rate is 
the same as the scan cycle time. 

Relationship between the Protocol-Specific Scan Cycle Times 
Since the SIMATIC NET OPC Server can use variables of different protocols at the same 
time, the minimum update rate of the OPC server is the lowest value set for the scan cycle 
time for the active protocols. 
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3.7.14 Percent Deadband - how is this parameter used? 

This is how Percent Deadband is used 
The "Percent Deadband" parameter defines a range for an item in which changes to the 
value are not reported. The absolute size of the range is the percentage of the difference 
between a configured high and low limit. 
The following is assumed in the example below: Percent Deadband = 10% = 1 unit (where 
high limit = 10 and low limit = 0). 
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1

1        2        3         4        5        6        7         8        9           t                           

 
Figure 3-32 Range in Which Changes are not Signaled 

Following each value change signaled to the client, a band is set around the last signaled 
value. A change message is sent to the client and a new band is specified only when the 
value left the previous band during read access when monitoring the value. 
With the interface function introduced with OPC Data Access Version 3.00, the "Percent 
Deadband" parameter can be set for specific items within a group. 

3.7.15 Sampling rate - how is it used for specific items? 

Setting of the sampling rate as of Version 3.00 of the Data Access Specification 
The update rate for monitoring variables is set with the "RequestedUpdateRate" and 
"RevisedUpdateRate". The update rate applies to one or more active OPC groups. 
Over and above this, as of Data Access Specification 3.00, you can set sampling rates with 
the optional "IOPCItemSamplingMgt" interface. These can be higher or lower than the group 
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update rate (RequestedUpdateRate / RevisedUpdateRate). This allows the sampling rate of 
individual items in an OPC group to be adapted more precisely to the actual rate of change. 
In this case, the item-specific values must be buffered on the OPC server. 

Example of sampling rates in an OPC group 

 
Figure 3-33 Sampling rates in an OPC group 

OPC group 1 on the server has three items A, B and C. The group update rate is 10 
seconds. The group and all items are active. The items are configured as follows: 
● Item A 

– Sampling rate: 2 s 
– Buffering: Active 
– Buffer size: 2 

● Item B 
– Sampling rate: 15 s 

● Item C 
– No configured sampling rate 

With the group update rate of 10 seconds, the changed values (value, quality) of items A, B 
and C are transferred with timestamp to the OPC client using the callback function. 
If there is more changed data from item A within the group update rate (10 s), up to 2 of the 
latest changed values will be transferred to the OPC client (buffer size = 2). 
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The group update rate to the OPC client is not changed by samples. If the desired sampling 
rate of the item and update rate of the group is the same, there is no difference compared 
with the reaction in specification version 2.xx. 

Buffering and transferring the items 
The following rules currently apply to the return of items with a group update: 
1. If the quality has changed since the last update, the item is returned to the client. 
2. If the value has changed since the last update and the total change exceeds the 

deadband (if applicable), the item is returned to the client. 
If the sampling rate is shorter than the group update rate, the server requires extra logic to 
decide what is returned to the client in the next update. 
If buffering is not enabled and at least one sample meets criteria 1 and 2 above, the latest 
value will be returned to the client. 
The latest sample is also returned when the last value does not meet criteria 1 and 2. 
If buffering is enabled, the server does not start buffering samples until it reads a variable 
that meets criteria 1 and 2. Once a server starts buffering samples for an item, it will add a 
new sample to the buffer if the new sample has a different quality or a different value 
compared with the previous sample. 
If the new sample is the same as the last sample in the buffer, the server only updates the 
timestamp of the last sample in the buffer. 
To recap: The set of samples returned to the client will be a sequence of values that all differ 
from the previous sample and have a timestamp that reflects the last time the item was 
known to have that value. 
If an item has more than one value/quality/timestamp to be returned with a particular 
OnDataChange callback, there will be multiple ClientHandles, depending on the size of the 
collection, returned with the corresponding value/qualitytimestamp trio. 
The function for the item buffering introduced with OPC Data Access 3.00 is called 
"SetItemBufferEnable". 
The signaling of the values by the OPC server to the client uses the OnDataChange() 
function. 
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Glossary 

Active node 
During communication over PROFIBUS, masters are known as active nodes or stations. 

Alarm 
for OPC Alarms & Events: An alarm is an event triggered by a condition that no longer 
represents the normal state. 

Application relation 
An application relation is a logical link between two applications that want to communicate 
with each other. An application relation can consist of several communication relations.  

Asynchronous/synchronous 
The terms synchronous/asynchronous are used to describe how a service is executed. If a 
service is executed synchronously, program control returns to the caller only when the result 
of the service is returned. 
If, on the other hand, a service is executed asynchronously, program control returns to the 
caller immediately after a service has been requested. The result of the service is returned to 
the caller at an unspecified time; in other words, asynchronously. 

Cache 
for Data Access: The cache is an interim buffer for all variables references over OPC items. 
The cache is global for all users. This means that if more than one user references the same 
variable, this is stored only once in the cache. Read operations (read or refresh) can read 
the data from the server cache with the OPC_DS_CACHE option. 

Categories 
for Alarms & Events: With the aid of categories, the events supported by an OPC Event 
Server can be grouped and selected. The definition of the categories is left up to the vendor 
of an OPC Event Server, the OPC Specification defines a list of recommended event 
categories. 

Cell level 
At this level, signals acquired from the process by the input/output devices are sent to the 
automation system over a communication system. Automation devices, PCs and operator 
control and monitoring devices are linked together at the cell level 
At the cell level, programmable controllers exchange information allowing them to perform a 
common task or local operator control and monitoring systems are connected to the 

http://www.efesotomasyon.com/html/siemens/siemens.html
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programmable controllers. Data communication at the cell level can be implemented with 
components from Siemens both for Industrial Ethernet and PROFIBUS. 

Class model 
The OPC specification separates the available interfaces and their methods into various 
classes. This structure is known as a class model. A class contains several objects and 
specifies which methods and properties these objects must have as representatives 

Client-server model 
Using the client/server model, resources of several users can be shared. The server 
provides services to the clients. The clients use the services provided by the server by 
sending a job to the server. The server processes the job and sends the result back to the 
client. A server can normally service several clients at the same time. The OPC interface is 
based on a client/server model. 

CLSID 
Identification code for OLE classes 

COM 
To make objects implemented on different platforms or computer architectures compatible 
with each other, it is necessary to specify how the platforms interpret an object. To achieve 
this, the Component Object Model (COM) is used. COM defines the standard for interaction 
between the components. 
COM allows calls within a process to a different process and even to a different computer. 
COM means "Component Object Mode" and is a requirement for the use of OPC. A better 
definition of OPC would be "COM for Process Control", since OPC is based on the 
Component Object Model (COM). 

COM object 
COM objects are components running under Windows that provide other components with 
defined functionality over their interfaces. A COM object can be used by more than one 
application at the same time. 

Communication relation 
A communication relation is a communication channel between two communication partners 
over which data can be transmitted.  

Communications processor 
Processor for communication within automation systems. The communications processor 
serves for the processing of communication processes. 
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Configuring 
→ Parameter assignment 

Connection 
A connection is a virtual channel between two communications partners. Communication 
using a connection-oriented protocol involves the following: 
● Connection establishment 
● Data exchange 
● Connection termination 
Connection-oriented communication can be compared with a phone call in which the 
connection is established after dialing the subscriber number, data is exchanged by the 
parties talking and the connection is then terminated by the subscribers hanging up. 

Consumer-provider model 
The consumer-provider model is a communication relation between two devices that 
exchange complete objects. Objects consist of data, functions and event-driven alarms. The 
consumer requests data from the provider, uses functions made available by the provider 
and receives event-driven alarms from the provider. 
A PROFINET IO controller or PROFINET IO device can be both consumer and provider. 

CP – Communications Processor 
→ Communications processor 

DCOM 
DCOM means Distributed Component Object Model. As a further development of COM, 
DCOM supports distributed applications and allows cooperation between software 
components on different computers within a network. 

DP protocol 
The DP protocol is used in the distributed peripheral I/O (DP) and allows distributed use of 
numerous modules and other field devices in the immediate vicinity of the process. It is 
based on the communication standard for the field area (IEC 61158) and is specified in the 
PROFIBUS standard (EN 50170). 

Ethernet 
Industrial Ethernet is a powerful communication network complying with the international 
standard IEEE 802.3 (Ethernet) and was designed for the requirements in industrial 
applications. An Ethernet network is designed as a bus or star topology. The transmission 
media include shielded coaxial cables, twisted pair cables, or fiberoptic cables. SIMATIC 
NET Industrial Ethernet uses both the Ethernet and Fast Ethernet standard.  
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Event 
for Alarms & Events: An event is any occurrence that might be of interest to the client. 
Although events can also be generated due to a condition being met, they do not need to be 
related to conditions. Events that are not related to conditions include, for example, error 
messages from the communications system. 

FETCH 
The address of the requested data is sent to the partner, the partner then returns the data. 
Communication is initiated by the OPC Server. 

Field level 
At the field level, a higher-level, controlling node communicates with the field devices 
connected to its network. The field devices measure, signal, and pass on the commands of 
the cell level to the higher level of the plant or process. At this level, the volume of data 
transferred is relatively small. A hierarchical communication structure is typical here; in other 
words, several field devices communicate with one master. 

FMS communication 
→ FMS protocol 

FMS protocol 
The Fieldbus Message Specification (FMS) specifies a standardized (EN 50170) 
communications protocol at layer 7 of the ISO/OSI reference model. It allows open 
communication between devices on PROFIBUS and provides services for transfer of 
structured data known as FMS variables. The FMS protocol is therefore ideal for 
communication between automation systems of different vendors. 

HMI 
The human machine interface is the appearance of a system on the operator control and 
monitoring platform.  

InProcess server 
An inprocess server is in the same process area as the client and is only available for this 
process. Normally inprocess servers are implemented as DLLs. The OPC Automation 
interface is implemented as an inprocess server. 

IP 
Data transmission with the Internet Protocol (IP) is a "best-effort" delivery service between 
the sender and recipient. Data can be lost due to disturbances on the transmission channel 
or network congestion; it can be received more than once or in a different order from the one 
in which it was sent. The use of a checksum, however, means that errors in the data packets 
can be detected with a high degree of probability. 
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IRT 
Isochronous Real Time communication. IRT communication is based on the synchronization 
of the time on the nodes, the division of the transfer cycle into two intervals and the planning 
of the communication paths between the nodes of an IRT sync domain. IRT frames are 
transferred in the deterministic interval of the transfer cycle. 

ISO/OSI reference model 
The "Open Systems Interconnection" (OSI) layer model is a reference model for data 
transmission in networks named after a working group of the International Standardization 
Organization ISO. It describes 7 hierarchically arranged layers. Each layer has its own 
specific task.  
As a reference model, OSI is not a recognized standard. Many products in 
telecommunications and in networking are, however, oriented on the ISO/OSI reference 
model. 
The 7 layers specified in the model are arranged in three functional levels. The physical layer 
and data link layer are the level closely associated with the hardware, the network and 
transport layers form the data transmission level, and the session, presentation, and 
application layers implement the level associated with the user. 

IT communication 
Abbreviation for information technology. In the office, Email and Web browsers are normally 
the tools of communication; the communication paths are generally Ethernet, telephone 
cables, and the Internet. The SIMATIC programmable controller is incorporated in IT 
communication over Industrial Ethernet. The communication tools and paths of IT 
communication are also available to SIMATIC, since SIMATIC supports the TCP/IP protocol 
and in particular SMTP (Simple Mail Transfer Protocol) for Email and HTTP (Hyper Text 
Transfer Protocol) for access with Web browsers. 

Layer 1 of the ISO/OSI reference model 
The physical layer is responsible for the physical connection between two devices. It 
transfers the data from one device to another over a network. 

Layer 2 of the ISO/OSI reference model 
The data link layer is responsible for reliable transfer of the data. It groups the bits into 
blocks of data and adds address information required to transmit the data from one device to 
the other. The slave is also responsible for error detection on the link. 

Layer 3 of the ISO/OSI reference model 
The network layer is responsible for routing and correct forwarding of the blocks of data. It 
handles the addressing of the frames and how they are routed in the network. An example of 
this layer is the Internet protocol (IP). 
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Layer 4 of the ISO/OSI reference model 
The transport layer coordinates the transmission of data packets. It checks whether all 
packets have been received completely. To achieve this, transport connections between two 
devices are made available. A typical example of layer 4 is the Transmission Control 
Protocol (TCP). 

Layer 5 of the ISO/OSI reference model 
The session layer establishes a more permanent connection between the devices between 
which data is to be transferred. This layer is responsible for establishing and terminating the 
connection and also maintaining a connection. 

Layer 6 of the ISO/OSI reference model 
The presentation layer is responsible for converting data into the format required for the 
specific application. The data is also prepared for transport. This includes compression and 
encoding of data. 

Layer 7 of the ISO/OSI reference model 
The application layer provides applications that receive data for further processing or provide 
data for transmission. Classic examples of such applications are mail programs or Internet 
browsers. 

Layer model 
→ ISO/OSI reference model 

Local server 
A local server runs on the same computer as the client. Like every independent application, 
it has its own process area and name space. The OPC Server for SIMATIC NET is a local 
server. It is implemented as an EXE file. 

Managed code 
The compiler and runtime manage memory release and utilization. This task does not need 
to be handled by the user program. 

Management level 
At this level, widerranging tasks are executed and processed that affect the entire production 
or process operation (management functions). The tasks are: Storage of process values, 
running optimization and analysis functions, and logging operations. The required data can 
be collected, for example, from several process cells or factories and processed centrally. 
The number of nodes can run into the thousands. 
At the management level, supervisory tasks involving the entire operation can be handled. 
Here, information about the entire plant comes together and commands (for example, 
recipes) can be transferred to underlying process cells. For communication and data 
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transmission at the management level, Industrial Ethernet from Siemens is the ideal 
communications system. 

Master-slave principle 
If communication is based on the master-slave principle, there is a station known as the 
master that can trigger communication with a slave on its own initiative. The slave then 
responds to the master. The slave can transfer data in its response. In contrast to the 
master, a slave never becomes active on its own initiative. The DP protocol on PROFIBUS is 
an example of this. 

Name space 
The possible set of all OPC items. 

OCX 
An OCX is an ActiveX control. These are COM objects that can be employed as reusable 
components in the form of controls. 

OLE 
OLE means "Object Linking and Embedding", the technique of embedding objects in 
documents. 

OPC 
OPC means "OLE for Process Control". 

OPC class model 
The OPC specification assigns the interfaces and their methods to three hierarchic classes. 
OPC server, OPC group and OPC item. The OPC Server class is at the top of the model and 
has various attributes containing information on the status and version of an OPC Server 
object. The OPC Group class manages the OPC items. With an OPC group, a client can 
form meaningful units of OPC items and execute operations with them. The OPC item class 
represents the connection to a process variable. An object of the OPC Server class is a sort 
of container for an object of the OPC group class; this in turn is a container for objects of the 
OPC item class. 

OPC client 
OPC components that use an OPC server as data source are called OPC clients.  

OPC Foundation 
The OPC Foundation was founded to define and document the standard for OPC interfaces. 
The foundation is supported by SIEMENS and other leading companies from the automation 
branch. Microsoft guarantees conformity with Windows. 
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OPC item 
The OPC item class is the lowest class in the OPC class model. An object belonging to the 
OPC item class represents a connection to a process variable. 

Parameter assignment 
A device is assigned parameters when it is supplied with data that it requires in order to start 
up. 

Passive node 
During communication over PROFIBUS, slaves are known as passive nodes or stations. 

PLC 
Programmable logic controller. Interface between sensors and production machines, also 
used in communication and data transport between the user and the entire production 
sequences. 

Polling 
Polling is cyclic communication between stations. Polling means that the active station (for 
example master or server) sends cyclic polling frames to the stations assigned to it (for 
example slaves or clients) in the productive phase. A separate polling frame is sent to each 
passive station. 

Process and field communication 
Process or field communication is used to connect of actuators and sensors to 
programmable logic controllers. The exchange of process signals with the actuators and 
sensors can be performed cyclically or individually using a control command. For process 
and field communication SIMATIC NET has PROFIBUSDP and the ASInterface. To 
exchange signals in buildings, the EIB network is used. 

PROFIBUS 
PROFIBUS is the open and internationally standardized (EN50170) bus system for process 
and field communication with field devices and for data communication within an automation 
cell. The possible uses of PROFIBUS range from production and process automation to 
building automation.  

PROFINET 
PROFINET is an open bus system on the basis of Industrial Ethernet that allows the 
integration of fieldbus systems, such as PROFIBUS. PROFINET is part of the 
EN IEC 61158-1 through 6 series of standards. 
PROFINET exists in the two variants PROFINET CBA (Component Based Automation) for 
the networking of distributed systems and PROFINET IO (Input/Output) for control of 
sensors and actuators by a central controller in manufacturing engineering. 
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The following three protocol/performance levels are defined for PROFINET: 
● TCP/IP for PROFINET CBA and the commissioning of a plant with reaction times in the 

region of 100 ms 
● RT (Real Time) for PROFINET CBA and PROFINET IO with reaction times up to 10 ms 
● IRT (Isochronous Real Time) for PROFINET IO applications in drive engineering with 

reaction times below 1 ms 

PROFINET IO controller 
The PROFINET IO controller is a programmable controller on which an automation program 
runs or a CP in a PC on which, for example, and OPC server is implemented.  

PROFINET IO device 
The PROFINET IO device is a distributed field device assigned to an IO controller.  

PROFINET IO supervisor 
The PROFINET IO supervisor is a PC/PG with commissioning and diagnostic functions.  

ProgID 
Unique OPC server name assigned by the vendor. 

Project engineering 
During configuration, communication- and connection-specific system settings are made for 
every device. 

Protocol 
A protocol is a convention for controlled transfer of data. Protocols specify, for example, the 
data structure, the structure of data packets, and the coding. 
Protocols can also specify control mechanisms as well as hardware and software 
requirements. 

Provider-Consumer Model 
→ Consumer-provider model 

Proxy 
A proxy is a representative. In networks, for example, it takes on tasks as the representative 
of subordinate systems or devices.  
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Quality 
This provides information indicating whether or not the value of a variable could be obtained 
reliably. From this, you can draw conclusions about the validity of the value. 

Remote server 
A remote server is located on another computer. It can be accessed by the client over a 
network connection. 

RPC 
Remote Procedure Call (RPC) is a protocol that allows the implementation of distributed 
applications -in other words network services. The basic idea behind this is that a user 
program can use a function of a program running on a different computer without needing to 
bother about network details. RPC works according to the client-server model. 

S7 communication 
→ S7 protocol 

S7 protocol 
The S7 protocol is used for communication with SIMATIC S7 programmable controllers 
(PLCs). It supports both communication between PG/PC and programmable controllers as 
well as data exchange between programmable controllers of the SIMATIC S7 system. 

SAP Service Access Point 
→ Service access point 

SCADA 
SCADA is a supervisory control system for operator control and monitoring and for 
management tasks that affect the entire operation of an automation system. 

SEND/RECEIVE communication 
→ SEND/RECEIVE protocol 

SEND/RECEIVE protocol 
The SEND/RECEIVE protocol is a communication protocol for transmission of data over 
PROFIBUS and Industrial Ethernet. It allows a simple data exchange between 
programmable controllers. Using the SEND/RECEIVE protocol, SIMATIC S5 devices, 
SIMATIC S7 devices, PCs, and workstations can communicate with each other.  
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Service access point 
The service access point is a point at which a layer of the ISO/OSI reference model provides 
its services to the next higher layer. 
The entire exchange of information between two neighboring layers takes place via the 
service access points. They are the interface between the higher and lower layer. At the 
transition from layer 2 (data link) to layer 3 (network), the service access point is called LSAP 
(Link Service Access Point). If the SAP is between layer 3 (network layer) and layer 4 
(transport layer), the service access point is known as the NSAP, Network Service Access 
Point, and if the SAP is between layer 4 and layer 5 (session layer), it is known as the TSAP 
or Transport Service Access Point. 
Normally, certain resources and communications partners are assigned to a service access 
point and the SAPs required for communication are therefore identified with unique names 
and numbers. 

SNMP protocol 
Simple Network Management Protocol, a UDPbased, open protocol for managing networks. 

SOAP 
SOAP provides a simple and transparent mechanism for the exchange of structured and 
typed information between computers in a distributed environment. 
The "Simple Object Access Protocol" (SOAP) forms the basis for XML-based information 
exchange.  

Switched Ethernet 
Switched Ethernet divides the network into segments linked by switches.  

Synchronization 
Synchronization of the timing of the nodes in an IRT sync domain. A sync master distributes 
sync frames to the sync slaves to be synchronized. The sync master and the sync slaves 
together form an IRT sync domain. 

Synchronous/asynchronous 
→ Asynchronous/synchronous 

TCP 
TCP is a transport protocol that guarantees error-free and complete transfer of data in the 
correct order from the sender to the recipient. TCP is connection-oriented; in other words, 
two devices establish a connection prior to data transmission and terminate the connection 
after transmission. TCP has mechanisms for constant monitoring of the established 
connection. 
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Timestamp 
Cell level 

Topology 
The topology describes the network structure. It determines how a network (the transmission 
medium) and the attachable devices or computers are interconnected. Possible structures 
are linear bus, star, ring, redundant ring and tree. 

UDP 
UDP is a transport protocol that guarantees error-free and complete transfer of data from the 
sender to the recipient. UDP is connectionless; in other words, each block of data is treated 
as an unrelated packet and there is no transport acknowledgment. Due to the absence of 
connection establishment and termination sequences, UDP is suitable for time-critical 
applications. UDP also provides UDP broadcast services.  

Unmanaged code 
The compiler and runtime do not manage memory release and utilization. This task must be 
handled by the user program. 

Value 
This might be the value of a sensor, control parameter, status information, or the status of 
the network connection. This might be: The value of a sensor, control parameter, status 
information, or the status of a network connection. 

Variables 
Variables are placeholders that are replaced by the current values. 

VLAN 
Virtual LAN 
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